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3apeructpupoBano B Muntocte Poccun 14 mast 2013 r. N 28375

PEONEPAJIbHAA CITYXBA NO TEXHUYECKOMY U 3KCINMOPTHOMY KOHTPOIJIHO

NMPUKA3
ot 18 heBpansa 2013 r. N 21

Ob YTBEPXOEHWUN COCTABA U COOEPXXAHUA
OPIrAHU3ALMNOHHbLIX U TEXHUYECKUX MEP NO OBECIMNEYEHUIO
BE3OMNMACHOCTU NEPCOHAJIbHbIX AOAHHbIX NMPU X OBPABOTKE
B UHPOPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

CHmcoK M3MEHSIONIHNX IOKYMEHTOB
(B pen. IIpukaza ®CTOK Poccun ot 23.03.2017 N 49)

B cootBercTBuu ¢ yacTeio 4 crateu 19 @enepanbHoro 3akona ot 27 utonst 2006 r. N 152-03 "O
nepcoHanbHbIX naHHbIX" (CoOpanue 3akoHomarenscTBa Poccuiickoit deneparuu, 2006, N 31, cr. 3451;
2009, N 48, cT. 5716; N 52, cT. 6439; 2010, N 27, ct. 3407; N 31, cT. 4173, c1. 4196; N 49, ct1. 6409;
2011, N 23, ct. 3263; N 31, ct. 4701) u Ilonoxennem o denepanbHOil cyk0€ MO TEXHUIECKOMY H
SKCIIOPTHOMY KOHTPOJIIO, YTBEpKIAeHHbIM YKa3zoMm [Ipe3unenta Poccuiickoit denepauuu ot 16 aBrycra
2004 r. N 1085 (Cobpanue 3axkoHomarensctBa Poccuiickoit @eneparuu, 2004, N 34, ct. 3541; 2006, N
49, ct. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, c1. 818), npuka3biBao:

1. YTBepI[I/ITI) npujaaracMbIc CocraB mn COJICPIKAHUC OPraHU3allMOHHBIX M TCXHUYCCKHUX MCpP IIO
o0ecreyeHUI0 OE30IIaCHOCTH MEPCOHAJIBHBIX JAHHBIX IPU HUX O6pa6OTKC B PIH(I)OpMElL[HOHHBIX CHUCTEMAax
NEPCOHATIbHBIX TaHHBIX.

2. Ilpusnare ytpatuBmiuM cuity npukaz ®CTOK Poccum ot 5 despans 2010 r. N 58 "O6
yrBepxkaAeHuU [lonoxkeHus: 0 MeToax u crnocolax 3auuThl HHGOpMaMKU B UH(POPMALIMOHHBIX CHCTEMAX

NepCOHANbHBIX JaHHBIX" (3apeructpupoBad Muntoctom Poccun 19 despans 2010 r., perucTpaninOHHbIHN
N 16456).

Jupexrop

DenepanbHOM CIyKObI [0 TEXHUYECKOMY
U DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

YTBepkKACHBI
npukazom OCTIK Poccuu
ot 18 ¢espans 2013 r. N 21

COCTAB U COOEP>XXAHUE
OPIrAHU3ALMNOHHbLIX U TEXHUYECKUX MEP NO OBECIMNEYEHUIO
BE3OMNMACHOCTU NEPCOHAJIbHbLIX OAHHbIX NMPU X OBPABOTKE
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B UH®OPMALIMOHHbIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbIX

Crrcox M3MEHSIONUX JOKYMEHTOB
(B pen. [Tpukaza ®CTIK Poccum ot 23.03.2017 N 49)

1. O0urue 1oIokKEHU

1. Hacrosimuii JOKyMeHT pa3paboTaH B COOTBETCTBUU C 4acThio 4 cTathu 19 denepanbHOro 3aKkoHa
ot 27 wtons 2006 r. N 152-®3 "O nepconansubix naHHbix" (CobOpaHue 3akoHOAATENbCTBA Poccuiickoit
®enepauun, 2006, N 31, ct. 3451; 2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, cT.
4173, ct. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, cr. 4701) u ycTaHaBIMBaeT COCTaB M
COJIepIKaHHE OPTaHU3ANMOHHBIX U TEXHUYECKHX MEp MO OOECIEeUeHHUI0 OE30MacCHOCTH MEPCOHATBHBIX
JAHHBIX TIpH UX 00paboTke B MH(MOPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAaHHBIX (Jajiee - Mephl IO
obecrieueHnI0 0€30MAaCHOCTH TEPCOHANBHBIX JAaHHBIX) I KaKIOTO W3 YPOBHEH 3aIMINEHHOCTH
MEPCOHAIBHBIX JaHHBIX, YCTAHOBJIEHHBIX B TpeOOBaHMAX K 3alIUTE MEPCOHAIBHBIX ITaHHBIX IMPH HUX
00paboTke B MH()OPMAIMOHHBIX CHCTEMaX IMEPCOHATBHBIX TaHHBIX, YTBEPKICHHBIX MOCTAHOBJICHHUEM
[IpaButensctBa Poccuiickoit ®eneparuun ot 1 HOsOpst 2012 1. N 1119 (CoGpaHue 3akOHOIATEIHCTBA
Poccuiickoii ®enepanum, 2012, N 45, ct. 6257).

Mepsl mo oOecnedyeHHI0 O€30MacHOCTH TMEPCOHATBHBIX JAaHHBIX NPUHHUMAIOTCA Ul 3allUTh
MEPCOHANIBHBIX JIAHHBIX OT HEMPAaBOMEPHOTO WJIM CIy4allHOTO JOCTyna K HHUM, YHHUYTOXEHUS,
M3MEHEeHUs1, OJIOKMPOBAHUS, KOIMPOBAHUS, MIPEIOCTABICHUS, PACIPOCTPAHEHUSI IEPCOHAIBHBIX JAHHBIX,
a TaKKe OT MHBIX HEMPABOMEPHBIX JIEHCTBUI B OTHOIICHUY MIEPCOHATBHBIX JTaHHBIX.

B HacrosmieM JOKyMEHTE HE pacCMaTpHBAIOTCS BOMPOCH  oOecredeHus 0e30macHOCTH
NEPCOHANBHBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IOpSAKE K CBEACHHUSAM, COCTABIISIOLINM
TOCYIapCTBCHHYIO TaliHy, a TaKXe Mepbl, CBA3aHHbIE C TPUMEHEHHEM IIH(POBATBHBIX
(kpunTorpapuuecKux) CpeACTB 3alIUTHl HHPOPMALIUH.

2. be3omacHOCTh TEPCOHANBHBIX JAaHHBIX TpH HX 00paboTke B HWH(DOPMAIMOHHOW CHCTEME
NEepCOHANBHBIX JaHHBIX (nanee - HMH(OPMAIMOHHAs CHUCTeMa) OOECIeYMBAET ONepaTop WIM JIHIIO,
ocylIecTBIsionee 00pabOTKy MEPCOHANbHBIX JAHHBIX MO MOPYYEHHUIO OIEepaTopa B COOTBETCTBUU C
3aKoHoarenbecTBoM Pocculickoit denepanuu.

Jlis BBIMONHEHUsT paboT 1o obecrneyeHH0 Oe30MacHOCTH MMEPCOHANbHBIX JaHHBIX HpHU HX
00paboTke B MH()OPMAIIMOHHOW CHCTEME B COOTBETCTBUH C 3aKOHOJATENbCTBOM Poccwuiickoii Deneparnuu
MOTYT TIPHUBJIEKAaTbCS Ha JIOTOBOPHOM OCHOBE IOPUAMYECKOE JIMLIO WIM  HWHAWBUAYaJbHBIN
MpeIIPUHUMATENh, UIMEIOIINE JTUIICH3HUIO Ha JICATEIHHOCTh M0 TEXHUYECKOH 3aluTe KOH(PHUISHITUAITBHON
nHpopmaIuu.

3. Mepsl o o0ecrieyeHno 6€30MacHOCTH MEPCOHATBHBIX JTAHHBIX PEATU3yI0TCS B paMKaX CHUCTEMbI
3allUThl TEPCOHAIBHBIX JIAHHBIX, CO3/1aBa€MOM B COOTBETCTBMM ¢ TpeOOBaHUSAMM K 3allUTe
NEPCOHANBHBIX JAHHBIX TPU HX 00pabOTKe B MH(POPMAIMOHHBIX CHCTEMAax IEPCOHAIBHBIX JIaHHBIX,
yTBEp)KJICHHBIMU TIocTaHoBIeHHeM IlpaBurensctBa Poccuiickoit ®enepanun ot 1 HosiOps 2012 1. N
1119, 1 7oMKHBI OBITH HANPABJICHBI HA HEUTPATIH3AIMIO aKTYyaJIbHBIX YTPO3 O€30MaCHOCTH MEPCOHATBHBIX
JTAHHBIX.

4. Mepbl mo o0ecreyeHnI0 0e30MacHOCTH IMEPCOHANBHBIX JAaHHBIX PEaTu3yl0TCd B TOM YHCIIE
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MOCPEACTBOM MpPUMEHEHUS! B MH(POPMAIIMOHHOW CUCTEME CPEJICTB 3allUThl MH(POpPMAIMK, TPOIIESIIINX B
YCTAHOBJICHHOM TIOPSIIKE MPOUEAYPY OLEHKH COOTBETCTBHS, B CIIy4asX, KOrJa NPUMEHEHHE TaKHX
CPENCTB HEOOXOAMMO I HEUTpaIU3alui aKTyaIbHBIX YTPO3 O€30MaCHOCTH MEPCOHATBHBIX JTAHHBIX.

KoncynbrantlIntoc: npumedanue.
Hyw™mepanusi myHKTOB JaHa B COOTBETCTBUH € O(PUIIMATIEHBIM TEKCTOM JIOKYMEHTA.

6. Ouenka 3Q¢GeKTUBHOCTH PEATH30BAHHBIX B PaMKaX CHUCTEMBI 3alllUTHl TIEPCOHATBHBIX JaHHBIX
Mep 0 00ECTICYCHUI0 OE30MaCHOCTH MIEPCOHAIBHBIX JaHHBIX MMPOBOJUTCS OTMIEPATOPOM CaMOCTOSITEIBHO
WIH ¢ TPUBJICYCHUEM Ha JIOTOBOPHOW OCHOBE IOPHIMYCCKUX JIUI] ¥  HHIABUIYaTbHBIX
npeANpUHUMATENICH, UMEIOIINX JIMIIEH3UI0 Ha OCYIICCTBICHUE NEATCIBHOCTH MO TEXHHYCCKOW 3alluTe
KOH(HICHIIMATBHON HH(OpMaIK. YKa3aHHAs OIIEHKa MPOBOIUTCS HE PEXe OJJHOTO pasa B 3 roja.

7. Mepbl 1o o0ecreyeHuI0 O€30IMacHOCTH NEePCOHANBHBIX JaHHBIX IpU HUX 00paboTke B
rOCYJapCTBEHHBIX HH()OPMAIMOHHBIX CHUCTEMaxX MPUHUMAIOTCS B COOTBETCTBHH C TPEOOBAHUSMH O
3amuTe  MH(pOpManuM, coAepXkaleiics B TOCYIapCTBEHHbIX  MH(QOPMALMOHHBIX  CHCTEMax,
ycranaBnuBaeMbiMu @CTIOK Poccun B mpenenax cBoMX MOJHOMOYHMM B COOTBETCTBHUH C YACTHIO 5 CTaThU
16 ®enepanbHoro 3akona ot 27 urons 2006 r. N 149-®3 "OO6 wunpopmanmu, HHOOPMAIMOHHBIX
TeXHOJNOTrusX U o 3amure nHpopmauun" (Cobpanue 3akoHonarenbcTBa Poccuiickoit @enepauuu, 2006,
N 31, cr. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328).

II. CocraB u conepkaHue Mep o 00eCreyeHnI0 6e30M1acCHOCTH
MIEPCOHANBHBIX JAHHBIX

8. B coctaB mep no oOecnieueHnI0 OE30MaCHOCTH MEPCOHANBHBIX JaHHBIX, PEATU3YEMBIX B paMKax
CHCTEMBbI 3alIUTHl TIEPCOHATBHBIX JaHHBIX C YYETOM aKTYaJIbHBIX Yrpo3 0e30MacHOCTH MEepPCOHAIBHBIX
JAaHHBIX U IIPUMCHACMBIX I/IH(i)OpMaHI/IOHHI)IX TGXHOJ'IOFI/II\/JI, BXOIAT.

UACHTUQUKAIMS U ayTeHTU(UKAUS CyOBEKTOB JOCTYIA M OOBEKTOB JOCTYIA;
YIpaBJIEHUE JIOCTYNIOM CYOBEKTOB JOCTyIA K 0OBEKTaM J10CTYTIA;
OrpaHUYEHHE MPOrPaMMHOI cpeibl;

3alIiTa MAlOIMHHBIX HOCHUTENeH HWH(OpMAIH, Ha KOTOPBIX XpaHATCA M (WIH) 00pabaThIBarOTCS
HepCOHabHbIE JaHHbIE (Jajiee - MAlIMHHbBIE HOCUTENH MePCOHAIBHBIX TaHHbIX);

peructpamus coObITHI 0€30MacCHOCTH;

AHTUBHPYCHAS 3aIUTA;

oOHapyxeHHe (IPeIOTBPALICHHE) BTOPKEHUI;

KOHTPOJIb (aHAJN3) 3alINIIEHHOCTH TIEPCOHAIBHBIX JTaHHBIX;

obecrieueHne 1eJIOCTHOCTH HH(POPMAIIMOHHOW CHCTEMBI U TIEPCOHATBHBIX TAaHHBIX;
o0ecrieueHne TOCTYITHOCTH NePCOHAIBHBIX TaHHBIX;

3aIMATA CPeAbl BUPTYyAIU3ALUN;
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3aluTa TCXHUYCCKUX CPEACTB,
3aluTa HH(pOpMaHHOHHOﬁ CHCTCMBI, €€ CPCACTB, CUCTEM CBA3U U NICPCAAaIN JaHHBIX;

BBISIBJICHHE WHLUICHTOB (OJHOTO COOBITHUS WJIM TPYIIBI COOBITHI), KOTOPbIE MOTYT MPHUBECTH K
c00sIM MM HapyLIEHHIO (PYHKIMOHUPOBAHUS HWH(POPMAIMOHHON CHCTEMBI U (MJIM) K BO3HUKHOBEHHUIO
yrpo3 0e30MacHOCTH NEPCOHANIBHBIX JaHHBIX (Jajiee - UHUUACHTHI), U pearupoBaHUE Ha HUX;

ylpaBlieHHe KOH(HUrypanued HH(GOPMAIMOHHOW CHCTEMBI M CHCTEMBl 3aIIUTHl NEPCOHAIBHBIX
JTAHHBIX.

CocraB u COJACPpKaHNUC MEp T10 o0ecrneueHNI0 OE30MacHOCTH NEPCOHAJIbHBIX JTaHHBIX, HCO6XOILI/IMLIX
JUIA oOecreyeHus KaXJa0oro us ypOBHefI 3allIUIICHHOCTH MNEPCOHAJIBHBIX JAaHHBIX, IIPHUBCIACHBI B

HOPUITOKCHUHN K HACTOAIICMY JOKYMCHTY.

8.1. Mepsl nmo uaeHTU(UKAIUU U ayTeHTU(UKAIMK CYOBEKTOB JOCTyna M OOBEKTOB JOCTYIa
JOJDKHBI  Oo0ecrieynBaTh IPHCBOEHHE CYOBEKTaM U O00BeKTaM JOCTyla YHUKAJIbHOTO IpH3HAKa
(uneHTHUKaTOpPa), CPABHEHHE MPEIBIBISIEMOrO CYObEKTOM (0OBEKTOM) JOoCTymna HAeHTH(UKaTopa ¢
HepevyHeM MPHUCBOCHHBIX WICHTU(HUKATOPOB, & TAaKXKe MPOBEPKY HMPUHAIIECKHOCTH CYObEKTy (00BEKTY)
JIOCTyTa MPEAbIBIEHHOT0 UM UIEHTU(PHUKATOpa (MTOATBEPKACHUE MOTTUHHOCTH).

8.2. Mepbl MO YOpPaBICHHUIO JOCTYHNOM CYOBEKTOB JOCTyna K OOBEKTaM JOCTyHa JOJKHBI
o0OecrieunBaTh yHpaBlieHUE MpaBaMU U TPUBUIIETUAMU CYOBEKTOB JOCTYIA, pa3rpaHMYEHHE I0CTyIa
CyOBEKTOB J0CTyIa K 00BEKTaM JIOCTYyTa Ha OCHOBE COBOKYITHOCTH YCTaHOBJIEHHBIX B WH(OPMAIIMOHHOM
cUCTEeME MpaBWJ pa3rpaHUYEHMs JOCTyIa, a TaKkKe O0ecleduBaTh KOHTPOJIb 3a COOJIIOJEHHEM 3THX
[IpaBuUIL.

8.3. Mepbl M0 OrpaHMYEHHUI0 MPOrPaMMHOM cpenbl MOJIKHBI OO0ECeuynBaTh YCTAHOBKY U (MJIH)
3allyCK TOJIBKO pa3pelIeHHOr0 K HCIHOJb30BAHMIO B HMH(OPMAIMOHHONW CHCTEME IPOrpaMMHOTO
ofOecrieyeHHs WJIM HUCKIOYaTh BO3MOXXHOCTh YCTAaHOBKM M (MJIM) 3alycKa 3alpelieHHOro K
UCIIOJIb30BAaHUIO B MH()OPMAIIMOHHOM CHCTEME MTPOrPaMMHOTO 00eCIIeUeHUs!.

8.4. Meppl mO 3amUTe MAIIMHHBIX HOCHUTEIEM NEpPCOHAIBHBIX JaHHBIX (CPEICTB 00paboTKU
(XpaHeHMsI) TIEPCOHAIBHBIX JTAHHBIX, ChEMHBIX MAIIMHHBIX HOCUTENEH MepCOHAIBHBIX JAHHBIX) JOJKHBI
UCKJII0YaTh BO3MOKHOCTh HECAHKIITMOHUPOBAHHOTO JOCTYIA K MAIIMHHBIM HOCUTEISIM U XPaHSIIUMCS Ha
HUX [EPCOHAIBHBIM JIaHHBIM, & TAK)KE€ HECAaHKIMOHMPOBAHHOE HCIOJIb30BAHUE CHEMHBIX MAallIMHHBIX
HOCUTENEH MepCOHANIbHBIX TAHHBIX.

8.5. Mepbl mo peructpanuu COOBITHII 0€30MacHOCTH JOJKHBI OOecrmeunBaTh CcOOp, 3aIuCh,
XpaHEHUe W 3alIUTy UHPOpMAIMH O COOBITHAX Oe30MacHOCTH B MH(GOPMALMOHHON CHCTEME, a TaKXKe
BO3MOXKHOCTH IIPOCMOTPA U aHaIM3a UH(POPMAIMU O TAKUX COOBITHSX U pearupoBaHUe Ha HUX.

8.6. Mepbl 0 aHTUBHPYCHOM 3alllUTe JOJKHBI OOecrneyuBaTh OOHapy>keHue B MHGOPMAIMOHHOMN
CHCTEME KOMITBIOTEPHBIX MPOrpaMM JIMOO MHOW KOMIBIOTEPHOM MH(pOpMaIMM, NpeaHa3HaYeHHOW Ui
HECAaHKIIMOHUPOBAHHOTO YHUYTOXEHHsI, OJIOKMPOBAHUSA, MOJU(PUKALMU, KOMHUPOBAHUSA KOMIIBIOTEPHOMN
UHQOPMALIMU WM HEWTpaJdu3allud CpPEeACTB 3allUThl HH(OpMAlMHM, a TaKKe pearupoBaHUE Ha
oOHapyXeHHe 3TUX NMPOrpaMM U HHGOpPMaIUK.

8.7. Mepsl 1o oOHapyxeHHIO (TPEJOTBPAIICHUI0) BTOPKEHUH JIOIDKHBI 00eCredYnBaTh
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oOHapykeHHe JeHCTBUH B HMH(OPMAIMOHHONW CHUCTEME, HAlpaBJIEHHBIX HAa HECAHKIMOHHUPOBAHHBIN
JocTyn K MH(OpManMM, CHENMaIbHble BO3ACHCTBUS Ha HWH(GOPMALMOHHYIO CUCTEMY M (WJIH)
NEepCOHAIbHBIE JIaHHBIE B LENAX JOObIBAaHMS, YHUUYTOXKEHHUS, UCKAKEHUS U OJOKMPOBAHUSA JOCTyNa K
NEPCOHAJIBHBIM JIaHHBIM, a TaK)XE€ pearnpoBaHNE HA 3TU JEHCTBHUSL.

8.8. Mepsl 10 KOHTPOITIO (aHATU3Y) 3AIIUIIEHHOCTH IEPCOHAIBHBIX IaHHBIX JOJKHBI 00eceunBaTh
KOHTPOJb YPOBHS 3allUIIEHHOCTH NEPCOHANBHBIX TaHHBIX, 00paldaThIBaeMbIX B WH(POPMALMOHHON
CUCTEME, IYTEM IIPOBEIEHUS CHCTEMAaTMYECKMX MEpONPHUATHI MO aHAINW3y 3allUIICHHOCTH
MH(POPMALIMOHHOW CHUCTEMBI U TECTUPOBAHHIO PabOTOCIIOCOOHOCTH CHUCTEMBI 3alUTHI TEPCOHATBHBIX
JTaHHBIX.

8.9. Mepsl mo 00ecrieyeHn 0 EeTOCTHOCTH MH(POPMAITMOHHONW CUCTEMBI M TEPCOHABHBIX JaHHBIX
JOJDKHBI  o0ecrieunBaTh OOHapy)XeHHe (PaKTOB HECAHKIMOHHUPOBAHHOTO HApPYLICHUS IEIOCTHOCTH
MH(POPMALIMOHHOW CHCTEMBI M COJEPIKAIINXCS B HEH NMEPCOHANBHBIX JTAHHBIX, a TaKKE€ BO3MOXKHOCTb
BOCCTAHOBJICHUS] HH()OPMALMOHHOM CUCTEMBI M COEPIKAIUXCS B HEH MEPCOHABHBIX JIaHHBIX.

8.10. Mepsl mo oOecreueHnu0 JTOCTYIMHOCTH TNEePCOHAIBHBIX JJAHHBIX JIOJDKHBI O0ECIeYHBaTh
ABTOPH30BAaHHBINA JIOCTYI IOJIb30BATEICH, UMEIOIIUX MpaBa MO JIOCTYNY, K IEePCOHAIBHBIM JIaHHBIM,
comepxamMcs B WHOOPMAIlMOHHOHW  CHUCTeME, B INTaTHOM peXuMe (QYHKIHOHUPOBAHUS
UH(POPMAIIMOHHOW CUCTEMBI.

8.11. Mepbl 1o 3amuTe Cpeapl BUPTYAIU3ANMH JOJKHBI HCKIIOYATh HECAHKIIMOHUPOBAHHBIN
JOCTYIl K TIEPCOHAIBHBIM JIaHHBIM, O00padaThiBaéMbIM B BHUPTYAIbHOH WHQPACTPYKTYpe, U K
KOMIIOHEHTaM BHUPTYaITbHOW WHQPACTPYKTYpHl U (WJIK) BO3ACHCTBHE HA HUX, B TOM YHCJIE K CPEICTBAM
yIIpaBJICHUS] BUPTYAIbHOW MH(PPACTPYKTYpPO, MOHUTOPY BUPTYaAJIbHBIX MAIlIUH (THIIEPBHU30DPY), CHCTEME
XpaHEHUs JaHHBIX (BKJIOYAs CHUCTEMY XpaHEHUsS O0Opa3oB BHPTyalbHOW HWHEOPACTPYKTYPHI), CETH
nepefayr JaHHBIX Yepe3 dJEMEHThl BUPTYalbHOH WM (u3ndeckod HHQPaCTPyKTyphl, TOCTEBBIM
OTIEPAIIMOHHBIM CHCTEMaM, BHPTYyaJbHBIM MallMHAM (KOHTEHHEpaMm), CHCTEME M CeTH peIUTHKAIIHH,
TEPMUHAIBHBIM W BHUPTYaIbHBIM YCTPOWMCTBAM, a TaKXKe CHCTEME pPE3epPBHOTO KOMHUPOBAaHUS WU
CO3/1aBAEMBIM €10 KOIHSIM.

8.12. Mepsl 1o 3aIInTe TEXHUYECKUX CPEACTB JOJIKHBI HCKIIIOYaTh HECAaHKIIMOHUPOBAHHBIN JOCTYTI
K CTallMOHAapHBIM TEXHUYECKHM CpEICTBaM, O0palaThIBAIOIIMM IEPCOHAJBHBIE JaHHbBIE, CPEACTBAM,
o0ecrnieynBarOIUM (YHKIMOHUPOBAaHHE WH(POPMALMOHHOM CUCTEMBI (ajee - CpelacTBa OOecreueHMs
(YHKIIMOHUPOBAHHUS), U B IOMEIIEHUS, B KOTOPBIX OHM MOCTOSIHHO PACIOJIOKEHBI, 3aIIUTy TEXHUUECKUX
CPEICTB OT BHEIIHHUX BO3JCHCTBHI, a TAK)KE 3aILUUTy NEPCOHAIBHBIX JaHHBIX, NPEACTABICHHBIX B BHUJE
MH(POPMATUBHBIX JIEKTPUUECKUX CUTHAIOB U (PU3HMUYECKUX TOJICH.

8.13. Mepsl 1o 3amuTe HHPOPMAILIMOHHON CUCTEMBI, €€ CPEJCTB, CUCTEM CBSI3U U Mepelaun JaHHBIX
JOJDKHBI  00ecreunBaTh 3aIIUTy MEPCOHAJIBHBIX JaHHBIX NpPU B3aUMOJEHCTBMM WH(POPMAIMOHHOM
CHCTEMBl WIM €€ OTACIbHBIX CErMEHTOB C MHBIMH MH()OPMAIMOHHBIMU CHCTEMaMH U MH(POPMALMOHHO-
TEJIEKOMMYHHUKAIIHOHHBIMU ~ CETSMH  TIOCPEJCTBOM TPUMEHEHHUS apXHUTEKTyphl HMH(OPMAIIMOHHOMN
CHUCTEMBbl M IPOEKTHBIX pELIEHHWH, HANpaBJICHHBIX Ha oOecredeHune Oe30MacCHOCTH IEePCOHATBHBIX
JTAHHBIX.

8.14. Mepbl 1O BBISBICHUIO MHLUAEHTOB M pEarupoBaHUIO Ha HHUX JOJDKHBI 00ecreunBaTh
oOHapyKeHHe, WICHTH(PHUKAINIO, aHATN3 UHIUACHTOB B WH(POPMAIIMOHHON CUCTEME, a TaKXKe MPUHSATHE
MeEp M0 YCTPAHEHUIO U IIPEAYIPEKICHUIO UHIUICHTOB.

8.15. Mepsl 1o ympapiieHHIO KOHUTrypanuend WHOOPMAIMOHHOW CHUCTEMbI M CHUCTEMBI 3aIUThI
MEPCOHANBHBIX  JaHHBIX JOJKHBI  OOECleunBaTh  YIpaBICHHE HW3MEHEHUSMH  KOHQPUTypaluu
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WH)OPMAITMOHHOW CHCTEMBl W CHCTEMBI 3alllMTHl TEPCOHAIBHBIX JAaHHBIX, aHAJIU3 MOTCHIIMATHHOTO
BO3JICHCTBYS TUIAHUPYEMBIX U3MEHEHUH Ha oOecrieueHrne 0€30MacHOCTH MePCOHANBHBIX JAHHBIX, 8 TAKKE
JIOKYMEHTUPOBAHUE 3THX U3MEHEHUH.

9. BBI60p MCp 1o o0ecneyeHnI0 0€30IIaCHOCTH NEPpCOHANIBHBIX JAHHBIX, MOMJICKAIIUX pCaAIM3allun
B HH(bOpMaHHOHHOfI CUCTEMC B paMKaX CUCTEMBI 3allIUThI ICPCOHAJIIBHBIX JaHHBIX, BKJIFOYACT:

orpesesnieHue 6a3o0Boro Habopa Mep 1Mo oOecreyeHHI0 OEe30MacHOCTH MEePCOHANBHBIX AAHHBIX IS
YCTaHOBJICHHOT'O YPOBHS 3alUIIIEHHOCTH NEPCOHATIBHBIX IaHHBIX B COOTBETCTBUU C 0a30BBIMU HabOpaMu
Mep Mo oOecmedeHnto Oe30MacHOCTH TNEePCOHANBHBIX TaHHBIX, MPUBEACHHBIMH B HOPHIOKEHUU K
HACTOALIEMY TOKYMEHTY;

ajanTanuioo 6a3oBoro Habopa Mep MO obOecredyeHuto O0e30MacHOCTH IMEPCOHATBHBIX JAHHBIX C
YYETOM CTPYKTYPHO-(DYHKIMOHANBHBIX XapaKTePUCTUK MH(POPMAIIMOHHON CHUCTEMbI, HHPOPMAIIMOHHBIX
TEXHOJIOTHI, 0COOEHHOCTEH (PYHKIIMOHUPOBAHUS MH(POPMALIMOHHOW CUCTEMBI (B TOM YHCIIE UCKIIOUYEHUE
u3 0a3oBoro Habopa Mep, HEMOCPEJICTBEHHO CBS3aHHBIX C MH(POPMAIMOHHBIMH TEXHOJOTHSIMH, HE
UCIIOJIb3YEMBIMU B UH(POPMALMOHHON CUCTEME, WIH CTPYKTYpPHO-(DYHKIIHOHAIEHBIMU
XapaKTepUCTHUKaMU, HE CBOMCTBEHHBIMU HH(POPMAIIMOHHOH crcTeME);

yTOUHEHHE aJanTHpoBaHHOro ©OazoBoro Habopa Mep Mo o0ecrmeyeHH0 Oe30MacHOCTH
MEPCOHAIBHBIX JaHHBIX C Y4E€TOM HE BBIODAHHBIX paHee Mep, NPUBEIACHHBIX B MIPHIOKEHUU K
HACTOSIILIEMY JIOKYMEHTY, B pPE3yJlbTaTe 4YEro ONpeAesIoTcs Mepbl Mo 0o0ecredeHuto 0e30MacHOCTH
MEPCOHAIbHBIX JIaHHBIX, HAIpaBJIEHHbIE Ha HEHTpanM3alMi0 BCEX aKTyalbHBIX YIrpo3 0e30macHOCTU
NEePCOHANBHBIX JaHHBIX JUII KOHKPETHONH MH(POPMALMOHHON CUCTEMBI;

JIOTIOJIHEHHWE YTOYHEHHOI'O aJalTHpPOBaHHOrO 0Oa3oBoro Habopa Mep 10 OOECHeueHHUIo
0€30IacHOCTH MEePCOHABHBIX JAaHHBIX MEpaMH, 00ECIIeYMBAIOIIMMH BhITIOJIHEHHE TPEOOBAaHUH K 3alluTe
NEPCOHATIBHBIX JAHHBIX, YCTAHOBJICHHBIMH HWHBIMW HOPMATHBHBIMU IIPAaBOBBIMU AKTaMHU B o0OJacTu
oOecrieyeHns 6e30MaCHOCTH MEPCOHATBHBIX JAHHBIX M 3aLIUThI HH(OPMAIIHH.

10. IIpu HEBO3MOXKHOCTH TEXHUYECKOM peann3alii OTAEIbHBIX BHIOPAHHBIX Mep M0 00eCTeuyeHUI0
0€30IacHOCTH NMEPCOHATBHBIX JaHHBIX, a TAKXKE C YIETOM HKOHOMHUYECKON 11€71€CO00pa3HOCTH Ha HTarax
amanTanuu 06a30Boro Habopa mMep U (WIHM) YyTOYHEHHUs aJanTHpPOBaHHOTO 0a30BOoro Habopa mMep MOTYT
pa3pabaTeiBaThCs HMHBbIE (KOMIIEHCHPYIOIIUE) MEpHhI, HalpaBlIEHHbIE Ha HEUTPaIM3alMI0 aKTyallbHBIX
yrpo3 0e30MacHOCTH NEPCOHANBHBIX JaHHbIX.

B stom ciywae B xone pa3paOOTKH CUCTEMBI 3allUThl TMEPCOHATBHBIX JTaHHBIX JOKHO OBITh
IIPOBEJEHO OOOCHOBaHHE TNPUMEHEHHS KOMIEHCHPYIOIIUX Mep s oOecnedeHus O0e30macHOCTH
MEPCOHANIBHBIX JaHHBIX.

11. B ciydae ompezeneHusi B COOTBETCTBHM ¢ TpeOoBaHMSIMM K 3alllUTE NEPCOHAIBHBIX MPHU HUX
00paboTke B MH(POPMALMOHHBIX CUCTEMAax MEPCOHAIBHBIX JAHHBIX, YTBEPKIACHHBIMU ITOCTAHOBIIEHUEM
[TpaButensctBa Poccuiickoit @enepanyu ot 1 HosOps 2012 r. N 1119, B kadecTBe akTyaJbHBIX Yrpo3
0€30MacHOCTH MEePCOHAIBHBIX JAaHHBIX 1-ro M 2-ro THIOB JOMOJHUTEIBFHO K MepaM MO 00ecredyeHuto
0€30MacHOCTH TEPCOHATbHBIX JAHHBIX, YKa3aHHbIM B IIYHKTE 8§ HACTOSIIEro AOKyMEHTa, MOTYT
IIPUMEHATHCS CIENYIOIINE MEPBI:

MIPOBEPKA CUCTEMHOTO U (WJIM) MPUKIIATHOTO MTPOTPAMMHOTO 00eCTIieueHusI, BKITIOYasi TPOrpaMMHBII
KOJI, Ha OTCYTCTBHUE HEACKIAPUPOBAHHBIX BO3MOXHOCTEM C HCIIOJIB30BAHUEM aBTOMATHU3UPOBAHHBIX
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cpeacTB U (uin) 6€3 UCTIOJIb30BAHUS TAKOBBIX;
TECTHpPOBaHUE HHPOPMAIIMOHHOW CUCTEMBI HA IPOHUKHOBEHHUS;

HCIIOJB30BaHHC B HHQ)OpMaHHOHHOfI CHUCTEMC CUCTCMHOI'O H (I/IJ'II/I) MPUKIAAHOTO IMPOIrpaMMHOI0
06€CHCLI€HI/I$I, pa3pa60TaHH0r0 C UCIIOJIb30BAHUECM MCTOAOB 3allIUIIICHHOI'O MPOrpaMMUPOBAHUAA.

12. Texnnueckue Mepsl 3alUTHI IEPCOHAIBHBIX JaHHBIX PEATU3YIOTCS MOCPEICTBOM NPUMEHEHUS
CPeICTB 3alUThl MH(OpMAIMK, B TOM YHCJIE MPOrPaMMHBIX (TIPOrpaMMHO-ANIapaTHBIX) CPENCTB, B
KOTOPBIX OHU PEan30BaHbl, MMEIOLINX HEOOXOIUMbIE (PYHKIIMH O€3011aCHOCTH.

[Ipu wucnonb3oBaHMM B WHPOPMALMOHHBIX CHUCTEMAax CEePTU(UIMPOBAHHBIX MO TpeOOBaHUAM
6e3omacHoCTH HH(OPMALIUU CPECTB 3alUTH HHPOPMAIIH:

B I/IH(l)OpMaIII/IOHHBIX CUCTEMax 1 ypOBHSI 3AlMUIIICHHOCTHU HCpCOHaJII)HI)IX JaHHBIX HpI/IMCHSIIOTCSI
Cpe/cTBa 3amuThl MHGOPMAIMK HE HWXKE 4 Kiacca, a TaKKe CPENICTBA BBIUMCIUTEIHPHOW TEXHUKH HE
HIDKE 5 KJtacca;

B MH(POPMAIIMOHHBIX CHCTEMaX 2 ypPOBHS 3aIMIICHHOCTH IMEPCOHAIBHBIX JaHHBIX MPUMEHSIIOTCS
CpeICTBa 3alIUThl WHPOPMAIIMU HE HIDKE 5 KJIacca, a TaKKe CPEJICTBA BBIYHCIUTEIHLHOW TEXHHKU HE
HIKE 5 Kitacca;

B I/IH(l)OpMaIII/IOHHBIX CUCTEMax 3 ypOBHSI 3AMUIIICHHOCTHU HCpCOHaJII)HI)IX JaHHBIX HpI/IMCHSIIOTCSI
Cpe/icTBa 3almuThl MHGOPMAIMK HE HWXKE 6 Kilacca, a TaKKe CPENICTBA BBIUMCIUTEIBPHOW TEXHUKH HE
HIDKE 5 KJtacca;

B MH(POPMAIIMOHHBIX CHCTeMaX 4 ypOBHS 3aIlMIICHHOCTH MEPCOHAIBHBIX JTAHHBIX MPUMEHSIIOTCS
CpeICTBa 3alIUThl WHPOPMAIIMU HE HIDKE 6 Kilacca, a TaKKe CPEJICTBA BBIYHCIUTEILHOW TEXHUKU HE
HIDKE 6 KJ1acca.

Kinaccbl  3ammuThl  onmpenensitoTcsi B COOTBETCTBUM C HOPMATUBHBIMHM TPABOBBIMU  aKTaMH,
W3JIaHHBIMA B COOTBETCTBUHU ¢ monanmyHkToM 13.1 mynkta 8 Ilomoxenuss o denepanpHOi Ciryxbe 10
TEXHUYECKOMY H OKCIOPTHOMY KOHTpOJIIO, YyTBep:KJAeHHOro Ykaszom IIpesunenra Pocculickon
®denepanuu ot 16 aBrycra 2004 r. N 1085.

[Ipu wucnonp3oBaHMM B HMHOOPMAIMOHHBIX CHCTEMaxX CpEACTB  3aIIUTHl  HH(OpMAIHH,
cepTH(UIMPOBAHHBIX MO TpeOoBaHUAM 0€30MacHOCTH MH(OpPMALINH, YKa3aHHBIE CPEICTBA TOJDKHBI OBITH
CepTU(HIMPOBAHBl HAa COOTBETCTBHE 00s3aTENbHBIM TPeOOBaHUSAM IO O€30macHOCTH WH(OpMALUH,
YCTaHOBJICHHBIM HOPMATHBHBIMU NPABOBBIMU aKTaMH, WIH TPEOOBAHUSAM, yYKa3aHHBIM B TEXHHYECKUX
YCIOBUSX (3a1aHUSAX 110 O€30M1aCHOCTH).

(DYHKI_[I/II/I 0e30macHOCTH CpCACTB 3alllUThI I/IH(bOpMaI_II/II/I JOJI?KHBI o0ecneynBaTh BELITIOJHEHHUE MCp
0 00eCIeUEHUI0 0E30ITaCHOCTH NEPCOHAIBHBIX JAHHBIX, COACPKAIINXCA B HACTOAIICM JOKYMCHTC.

Jns obeciedenust 1 m 2 ypoBHEH 3alIMIIEHHOCTH MEPCOHAIBHBIX JAHHBIX, a TaKXKe JUIs
obecrieyeHns 3 ypOBHS 3alUIIEHHOCTH MEPCOHAIBHBIX TAaHHBIX B MH(POPMALMOHHBIX CHUCTEMaXx, JJIs
KOTOPBIX K aKTyaJbHBIM OTHECEHBI YIpO3bl 2-TO THIA, NPHUMEHSIOTCS CepTH(UIIMPOBAHHBIE CPEACTBA
3alUThl WHPOPMAILKKU, MPOrpaMMHOE OOECTIeYeHHe KOTOPBIX IMPOILIO TMPOBEPKY HE HIKE YeM 1o 4
YPOBHIO KOHTPOJISI OTCYTCTBHS HEJICKJIAPUPOBAHHBIX BO3MOKHOCTEH.

(m. 12 B pen. Ilpukaza ®CTIOK Poccun ot 23.03.2017 N 49)

13. Ilpu ucnons3oBaHuU B MH(GOPMALMOHHBIX CHCTEMaX HOBBIX MH()OPMAIMOHHBIX TEXHOJIOTUH U
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BBISIBJICHUU JIOTIOJTHUTEIBHBIX YIpo3 O€30MacHOCTH TMEepPCOHANBHBIX JaHHBIX, [UISI KOTOPBIX HE
oTpeJieNIeHbl Mephl 00ecTiedeHusl UX 0e30MacHOCTH, JOJDKHBI pa3padaThiBaThCs KOMIEHCUPYIOIIHE MEpHI
B COOTBETCTBUU € IYHKTOM 10 HACTOSIIEr0 JOKYMEHTA.

[Ipunoxxenne
k CocTaBy M COEPKAHUIO

OpTraHU3allMOHHBIX U TCXHUYCCKUX
MCD 110 obOecreueHnI0 0e30MacHOCTH

NIePCOHATIBHBIX JTAHHBIX MPH UX
00paboTke B MH()OPMAIIHOHHBIX

CUCTEMAX MEPCOHATIBHBIX TaHHBIX

COCTAB 1 COAEPXAHHUE

MEP IO OBECTIEHEHUIO BE3OHACHOCTHU ITIEPCOHAJIbHBIX TAHHBIX,
HEOBXOAMMBIX IS OBECITEHEHM A KAXKIIOI'O U3 YPOBHEUN
SAIINMIIEHHOCTH ITEPCOHAJIBHBIX JTAHHBIX

VYcnoBHoe Copneprxanue Mep 1o 00ecreyeHHo 6€30MacHOCTH | Y POBHHM 3allIMIIEHHOCTH
0003HaueHue " [IEPCOHAJIbHBIX JaHHBIX MIEPCOHANBHBIX JaHHBIX
HOMEp Mepbl
4 3 2 1

. Unentudukanus u ayreHTuUKaIms cyobeKToB JocTyna 1 00bekToB goctyna (MAD)

NAD.1 WNnentudukanms u ayreHTU(UKAUS MOJIb30BaTeNeH, | + + + +
ABJISIOIINXCA PAOOTHUKAMH OIlepaTopa

NAD.2 WUnentudukanys U ayTeHTU(UKALMS YCTPOUCTB, B + +
TOM  4YHMCJ€  CTAllMOHApHBIX,  MOOWIBHBIX H
HOPTATUBHBIX

NAD.3 VYnpasienue wujaeHtudukaropamu, B TOM uucie| + + + +
CO3JlaHMe, MIPUCBOEHHUE, YHUUYTOKEHHUE
UJIEHTH(PHUKATOPOB

NAD .4 VYmpasienue cpenctBaMu ayTeHTU(HUKAIUMM, B TOM | + + + +
qyuciae — XpaHeHWe,  BblJaya,  MHHULUAINA3ALUA,
0JIOKUPOBAHUE CPE/ICTB AyTEHTU(PUKAIIMN U IPUHSATHE
Mep B clyyae yTpaTbl M (MJIM) KOMIPOMETAIMH
CPEICTB ayTeHTU(DUKAITUN

NAD.5 3amuTa oOpatHoI CBA3U npu BBOJC | + + + +
ayTeHTU(UKALUOHHONW HHPOPMALIUU
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NAD.6

WNnentudukanus u ayreHTUQUKALUS 110JIb30BaTENEH,
HE SBJIOIUXCSA paOOTHUKaMU omepaTopa (BHELIHHX
M0JIb30BaTENEeH)

II. YnpaBnenue 1octynoMm cyObeKTOB JOCTYyIa K 00bEKTaM JOCTyIa

(VI

VIIA.1

VYmpasnenue (3aBelieHUE, aKTUBALUs, OJIOKMPOBAHHE
51 YHUUTOKEHUE) YYETHBIMU 3aMKUCAMU
I0JIb30BaTEIEH, B TOM YHCIIe BHEIIHHX
MMOJIb30BaTeIIeH

+

VIIJL.2

Peanmzanms HEOOXOIUMBIX METOIOB
(IMCKpEIMOHHBIN, MaHJATHBIN, POJIEBOM WM WHOU
METOJ), TUMOB (YTEHUE, 3aMlKCh, BBIMOJHEHUE WU
WHOM TUM) U MIPaBUJI pa3rpaHUYEHUs JOCTYTa

VI3

VYpasnenue (punbTparnms, MapIIpyTU3aLHs,
KOHTPOJIb COCTMHEHUH, OHOHAINpaBJIEHHAs Iepeaayda
U HHBIE CIIOCOOBI YIpaBieHHs) HH()OPMAIMOHHBIMHU
NOTOKAMHU  MEXIY YCTPOWCTBaMH, CErMEHTaMH
MHPOPMAIIMOHHON  CHUCTEMBI, a TakXke MEXIY
MH(QOPMALMOHHBIMU CHCTEMaMHU

VIIJ1.4

Paznenenne momHOMOYMI (poJiell) TOJb30BaTeNeH,
aQIMHUHHUCTPATOPOB W JIUI,  OOECIIEYMBAIOIIIX
byHKIIMOHUPOBaHNE WH(GOPMAIIMOHHON CHCTEMBI

VIIJLS

Ha3nauenne MHHUMaIbHO HEOOXOAMMBIX TMIpaB U
NPUBWIETHH IOJIb30BATENSAM, aJMUHHCTpaTOpaM H
aunaM, — obecreurBalOmM  (PYHKIIMOHUPOBAHHE
UHGOPMAIIMOHHON CHCTEMBI

VIIJL.6

OrpaHuyeHHE HEYCICIIHBIX IOMBITOK BXOJa B
UHPOPMAITMOHHYIO CUCTEMY (mocryma K
HH()OPMAITMOHHOW CHCTEME)

VIIA.7

[Ipenynpexaenue Monb30BaTeNss MPU €ro0 BXOJAE B
UHQOPMALMOHHYI0O  CHCTEMYy O TOM, YTO B
WHPOPMAIIMOHHON CHUCTEME pEealM30BaHBI MEPBI IO
oOecrnieueHr0 0e30MacHOCTH MEPCOHAIBHBIX JaHHbBIX,
U O HEOoOXOAMMOCTH COONIONEHUS YCTAaHOBJIEHHBIX
OTIEPaTOpPOM  TpaBWJI  O0OpabOTKH  MEPCOHATHHBIX
JTAHHBIX

VII.8

OnoBeleHue NOab30BaTEN MOCIIE YCIEUHOr0 BX0Aa
B MH(QOPMAIMOHHYIO CHCTEMY O €ro IMpeablaylleM
BXO/I€ B MHPOPMALIMOHHYIO CUCTEMY

VIIJL.9

OrpanuyeHue ymcia napauiesbHbIX CeaHCOB JOCTyIa
JUIL  KOKIOW  yYeTHOW  3allUCH  IOJIb30BaTEIs
MHGOPMAIIMOHHON CHCTEMBI
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VIII.10 brokupoBanue ceanca nocryna B MH(DOPMALMOHHYIO + + +
CUCTEMY nocine YCTaHOBJIEHHOTO BpEMEHHU
Oe3neiicTBUs (HEAKTUBHOCTH) IIOJIH30BATENSI WM TIO
€ro 3amnpocy

VIII.11 Pazpemienne (3amper) JAEWCTBUII  TOJB30BaTElNCH, + + +
pa3peIeHHbIX hi (6] UACHTU(DUKAIIH u
ayTeHTH(PUKAINH

VITA.12 Ionnepxka U coxpaHeHue aTpuOyTOB 0€30MaCHOCTH

(MeTok 0€30I1MacHOCTH), CBSI3aHHBIX ¢ MH(pOpMAITUEH B
IpoIecce ee XpaHeHus: U 00padoTKH

VITA.13 Peanmu3anus  3alMINEHHOrO YJAJI€HHOrO JocTyna + + + +
CyOBEKTOB JocCTyna K OOBEKTaM JIOCTyNa depes
BHEIIHUE WH(POPMALMOHHO-TEIEKOMMYHHUKAIIHOHHBIE

CeTH
VIIA.14 Pernamenranuss ¥ KOHTPOJb HCIIONB30BaHHUS B + + + +
“H(pOpPMAITMOHHON CHCTEME TE€XHOJIOTHUI

0ecIpoBOIHOTO AOCTYIA

VIIA.15 Pernamenranuss ¥ KOHTPOJb HCIIONB30BaHHUSA B + + + +
MH(OPMALIMOHHON CHCTEME MOOUIIBHBIX TEXHUYECKUX
CPEICTB

VIII.16 Ynpasnenue B3aMMO/ICHCTBUEM cl + + + +
UH(POPMALMOHHBIMU CUCTEMaMHU CTOPOHHUX

opraHu3anuii (BHeUIHHE UH()OPMALIMOHHBIE CUCTEMBI)

VIIA.17 OObecrieueHne  JOBEpPEHHOM  3arpy3KH  CpENCTB + +
BBIYUCIUTEIBHON TEXHUKH

II1. Orpanunuenue nporpammuoi cpensl (OI1C)

OIlIC.1 VYnpasienue 3amyckoM (0OpalieHusiM1) KOMIIOHEHTOB
NpOrpaMMHOTO  OOecredeHus, B TOM  YHUCIE
OIIpEeZIeTICHUE 3aITyCKaeMbIX KOMIIOHEHTOB, HACTPOIKa
napaMeTpoB 3alyCka KOMIIOHEHTOB, KOHTPOJIb 3a
3aITyCKOM KOMIIOHCHTOB IMPOTrpaMMHOTO oOecrieueHust

OIIC.2 VYnpasnenue YCTaHOBKOM (MHCTAITALIHEH ) + +
KOMITIOHEHTOB TPOTPAMMHOIO OOECIIEYEHUsI, B TOM
YHCclie OIpeaeieHre KOMIIOHEHTOB, MOAJIEKAIIUX
YCTaHOBKE, HACTpOWKa TMapamMeTpoB  yCTaHOBKHU
KOMIIOHEHTOB, KOHTPOJIb 3a YCTaHOBKOM
KOMITOHEHTOB IIPOrPAMMHOTO 00eCTieYeHUs

OIIC.3 VYcTaHoBKa (MHCTAJISALUS) TOJIBKO Pa3pelIeHHOro K +
UCTIONIb30BAHUIO TIPOrPAMMHOTO 00ecTieUeHHs U (WIIH)
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€ro KOMIIOHCHTOB

OIIC.4

VYrpaBnenue BpeMEHHBIMH (aillaMu, B TOM YHCIIE
3aIpeT, paspelieHue, IEepEeHanpaBiICHUE 3alluCH,
yajieHue BPEMEHHBIX (haiiiioB

IV. 3amuTa MalIMHHBIX HOCUTENEH MepcoHanbHbIX TaHHBIX (3HN)

3HN.1

YyeT MallIMHHBIX HOCUTEICH NEPCOHAJIBHBIX TaAHHBIX

3HU.2

praBHeHI/Ie AOCTYIIOM K MAIIWMHHBIM HOCHUTCIIAM
MEPCOHAIbHBIX JaHHBIX

3HN.3

KonTposns nepeMenieHus MAaIIMHHBIX HOCUTENIEH
NIEPCOHAIIBHBIX JAHHBIX 32 MPEEibl KOHTPOIUPYEMOMN
30HBI

3HN.4

Uckntouenne BO3MOXXHOCTH HECAHKIIMOHMPOBAHHOTO
O3HAKOMJICHUSI C  COJEp)KaHHEM MEePCOHAIbHBIX
JNAHHBIX, XPAHSIIUXCS HAa MAIIUHHBIX HOCUTENSIX, U
(unu) HCMONb30BaHMSI HOCUTENIEH MEPCOHAIBHBIX
JAaHHBIX B MHBIX WH()OPMAIIMOHHBIX CHCTEMAX

3HW.5

KonTpone wucnonp3oBanusi HHTEpPPEcOB  BBOAA
(BbIBOIa) WH(pOpMAIMM HA MAIIMHHBIE HOCUTEIH
MIEPCOHATBHBIX JTAaHHBIX

3HU.6

Kontposms BBOma  (BbIBOja) wuWHGOpMAIMUM  Ha
MAalllMHHBIC HOCUTCIIN NCPCOHAJIbHBIX JAHHBIX

3HN.7

KOHTpOJIB INOAKIIOYCHUA  MalllMHHBIX HOCHTENCH
INEPCOHAIBHBIX JTaHHBIX

3HUN.8

YHuuTto)KeHHe (CTUpaHHe) WU  00e3NTWYHBaHUE
MEPCOHAIBHBIX JTAHHBIX HAa MAIIMHHBIX HOCHUTESIX
npu UX Tepeqadye MeXIy IMOJIb30BaTesIMH, B
CTOPOHHHE  OpTaHW3alWd I PEMOHTAa WA
YTUIU3allid, a TakXke KOHTPOJIb YHHUYTOXKECHUS
(cTupanust) uiau 00€3TMIYNBAHMS

V. Peructpauus co6situii 6ezonacuoctu (PCB)

PCb.1

Omnpenenenue coObITUN OE30MACHOCTH, MOJJICKAITIX
perucTpanmu, U CpOKOB UX XPAHCHUA

PCB.2

Ormpezenenne cocTaBa U cofepkaHus HHOOPMAIHU O
COOBITHSIX 0E€30IACHOCTH, TOICKALIUX PETUCTPALUH

PCB.3

COop, 3anuck U XpaHeHHe UH(OpPMALUU O COOBITHSIX
0€30MacHOCTH B TEUCHHE YCTAHOBJIEHHOTO BpPEMEHH
XpaHEHUs

PCb.4

PearnpoBanue Ha cOOM TIPU PETHCTPALUU COOBITHIA
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0e30MacHOCTH, B TOM UHCJI€ ammapaTHblE U
porpaMMHBIE OITMOKH, COOM B MeXaHHM3Max cOopa
uHbOpMAIMl ®W  JOCTI)KCHHE  TIpefelia  Wid
MIePETIONHEHUs 00beMa (EMKOCTH) ITaMSITH

PCB.5 MonuTopuHr  (IPOCMOTp, aHAIM3) PE3yJbTAaTOB + +
perucTpauuu COOBITHI 0e30MmacHOCTH u
pearupoBaHHe Ha HUX

PCB.6 I'enepupoBanue  BpEeMEHHBIX METOK M (WMJIM)
CHHXPOHH3AINS CHCTEMHOTO BpPEMEHU B
UH(POPMALIMOHHOW CUCTEME

PCB.7 3amuTa nHGOpPMAIMK O COOBITUSX 0E30MTACHOCTH + + + +

VI. AutuBupycHas 3amuta (AB3)

AB3.1 Peanu3anus aHTUBHPYCHOW 3aIUTHI + + + +

AB3.2 OO6HoBiieHNe 0a3bl JaHHBIX MPU3HAKOB BPEJOHOCHBIX | + + + +
KOMIIBIOTEPHBIX IPOrpaMM (BUPYCOB)

VII. O6napyxenue Bropxenuit (COB)

COB.1 OOHapyxeHue BTOP>KEHUN + +

COB.2 OO6HoBIIeHNE 0a3bl peLIarOIIUX TPABUI + +

VIII. KonTposb (aHaJIN3) 3alUIIEHHOCTH NTEPCOHANbHBIX JaHHBIX (AH3)

AH3.1 BrisiBienue, aHanu3 ys3BHUMOCTEH HH(DOPMAITMOHHON + + +
CHUCTEMBl U  OINEpaTHUBHOE YCTPAaHEHHE BHOBb
BBISIBJICHHBIX YSI3BUMOCTEN

AH3.2 KoHTposib ycTaHOBKM OOHOBJIEHWH MPOrpaMMHOTO | + + + +
oOecrieueHurs, BKJIIOYass OOHOBJICHHE MPOTPAMMHOIO
oOecrnedeHus CpesICTB 3alUThl HHPOpMATUU

AH3.3 Kontponb paboTOCIIOCOOHOCTH, rapaMeTpoB + + +
HACTPOMKU H TPABHIBHOCTH (PYHKIIMOHUPOBAHUS
IpPOrpaMMHOr0 00ecledeHHusT W CpPEeACTB  3alUThI

UHPOpMALUU

AH3.4 KonTtponb cocTaBa TEXHUYECKUX CpEACTB, + + +
IpPOrpaMMHOTO O00€CIeYeHHsT W CPEACTB  3allUThI
uHdopmaIun

AH3.5 KoHTponp mnpaBwi TreHepauu W CMEHBI MapoJieit + +

HOHBBOBaTeHeﬁ, 3aBCACHUA W YHAaJICHUSA YUYCTHBIX
3amuceld  TOJb30BaTeNed,  peaiu3alud  MPaBUI
pasrpaHnu4eHUs JloCTyma, TTOJTHOMOYHI
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1oJIb30BaTeNel B MHQOPMALIMOHHON CUCTEME

IX. OGecrieuen

Me 1EeJI0CTHOCTH H(DOPMAITMOHHONW CUCTEMBI U TIepCOHaNbHbIX MaHHbIX (OLJ)

OLJI1

KoHTpob 11enocTHOCTH MPOTrpaMMHOTO 00eCTIeYeHHS,
BKJIIOYAsl ~ MPOTPAaMMHOE  OOECTICYCHHE  CPEJICTB
3a1uThl HH(OPMALIUU

+

+

OLJL.2

KoHTponb 1IETOCTHOCTH TNEPCOHANBHBIX  JIaHHBIX,
coJepkaluxcss B 0a3ax JaHHBIX HMH(OPMALMOHHON
CHCTEMBI

OLU13

Oo0ecrieueHue BO3MOXKHOCTH BOCCTaHOBJICHUS
IPOrpaMMHOT0 00€CIIeYeHH s, BKIIIOYask pOrpaMMHOE
oOecrieyeHne CpeACTB 3alIUThl HH(OpMAIMH, TpU
BO3HUKHOBEHHUH HEINTATHBIX CHTYaIlHid

OLJL.4

OOHapy)XeHHE W pearupoBaHHWE Ha TOCTYIUICHHE B
WHPOPMAITMOHHYIO ~ CHUCTEMY  He3alpalliBaeMbIX
AJICKTPOHHBIX COOOIIEHUN (TMceM, JTOKYMEHTOB) W
uHOW  wHpOpMAlMK,  HE  OTHOCANIMXCA K
(YHKIIMOHUPOBAHUIO ~ HMH(POPMAIIMOHHON  CHUCTEMBI
(3amuTa OT crama)

OLUL5

Kontpounb conepkanusi uHpopmanuu, nepegaBaeMon
u3 UWHQPOPMAIMOHHONH CHCTeMBbI (KOHTEHHEpPHBIH,
OCHOBaHHBIM Ha CBOMCTBaX 0OBEKTa AOCTYyNA, U (WJIN)
KOHTEHTHBIM, OCHOBAHHBII Ha MTOMCKE 3alPEILIEHHON K
nepenadye HHGOPMAIUHU C UCIHOIb30BAaHUEM CUTHATYP,
MacoK ¥ HWHBIX METOJIOB), ¥  HCKJIIOYCHUE
HEMpPaBOMEpPHOM  mepenaud  uHpOpMalUUMUd U3
UH(POPMALMOHHON CUCTEMBI

OLJIL.6

OrpanuueHue TIpaB II0JIb30BAaTEIEM 1O  BBOIY
uHbopMauu B THPOPMAIIMOHHYIO CUCTEMY

OLUJL.7

KoHTposib TOYHOCTH, NOJHOTHI U MPABWIBHOCTHU
JTAaHHBIX, BBOJUMBIX B HHPOPMAIIIOHHYIO CUCTEMY

OILULS8

KoHTposb ommO0YHBIX JACUCTBUI TOJIb30BaTENICH IO
BBOAY W (WIH) Tiepeqade MEepPCOHAIBHBIX ITaHHBIX WU
NpEeAynpeKICHUE TOoJb30BaTeeli 00 OmMOOYHBIX
JEUCTBUAX

X. OGecrneyeHne JOCTYMTHOCTH MEPCOHATBHBIX JaHHBIX

(OAT)

OJIT.1

Hcnonp30BaHne  OTKAa30yCTOMYMBBIX TEXHUYECKHX
CPEICTB

OJIT.2

PesepBupoBanue TEXHUYECKUX CpENCTB,
IPOrpaMMHOTO OOecTeueHus, KaHaJOB TIiepeaadu
uH(popMaIuy, CpencTB obecrieueHus
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(GyHKIMOHUPOBaHUS HH()OPMAIIMOHHON CUCTEMBI

O/T.3

Kontpons 0€30TKa3HOTO (YHKIMOHUPOBAHUS
TEXHUYECKHX CPEICTB, OOHAPY)KCHUE M JIOKATU3ALMS
OTKa30B (YHKIIMOHMPOBAHUS, TPHHATHE MEp IO
BOCCTAQHOBJICHUIO  OTKa3aBLIMX CPEICTB M HX
TECTUPOBAHUE

OJIT.4

[Tepnomudeckoe pe3epBHOE KOIIMPOBAHUE
INEPCOHAJIbHBIX HOAaHHBIX Ha PC3CPBHLIC MAIIMHHBIC
HOCHUTEIH TePCOHATBHBIX TAaHHBIX

OJIT.5

ObecnieueHue BO3MOKHOCTH BOCCTaHOBJICHUS
NEPCOHANBHBIX JIAaHHBIX C PE3EPBHBIX MAIIMHHBIX
HOCUTEJEH TEepCOHAJbHBIX JAaHHBIX (pE3epBHBIX
KOMUK) B TEYEHHE YCTAHOBJIEHHOTO BPEMEHHOTO
WHTEpBaia

XI. 3amura cpeast Buptyanuszanuu (3CB)

3CB.1

Unentudpukanms u  ayreHTH(UKanus CyOBEKTOB
JocTyna W OOBEKTOB JOCTyHa B BHPTYaJbHOU
UHPPACTPYKType, B TOM YHUCIE aJIMUHHCTPATOPOB
YIIPaBIICHUS CPEICTBAMH BHPTYAIIN3allUU

3CB.2

VYnopaBiaeHue JOCTYNIOM CyOBEKTOB JlOCTynma K
o0BEKTaM J0CTyNna B BUPTYaJbHOU MHPPACTPYKTYpE,
B TOM YMCJIE BHYTPH BUPTYAJIbHBIX MaIIUH

3CB.3

Perucrparus coObITHI 6€30MIaCHOCTH B BUPTYaJbHOU
UHPPaACTPYKType

3CB.4

VYnpasienue (punbTpanms, MapuIpyTU3aIus,
KOHTPOJIb COEIMHEHUS], OJJHOHAIIPaBJICHHAs Iepeiaya)
HOTOKaMH  MH(QOpPMALMU  MEXJIy KOMIIOHEHTaMHu
BUPTY&JIbHOM  HMH(QPACTPyKTYpbl, a TaKxke IO
HEepUMETPY BUPTYaJIbHON HHPPACTPYKTYpHhI

3CB.5

JloBepeHHass 3arpy3ka CEpBEpOB BHUpPTyalIH3allUH,
BUPTyaJIbHOW MamuHbl  (KOHTEHHEpa), CepBEpPOB
YIOPABIECHUS BUPTYyaIu3aluei

3CB.6

YrpapiieHHe TEepeMeNIeHUeM BHPTYaIbHBIX MAaIIHH
(KoHTEITHEPOB) U 00pabaThIBAEMBIX HA HUX JIAHHBIX

3CB.7

KoHnTposb LEJIOCTHOCTH BUPTYAJIbHOU
UHPPACTPYKTYPHI U €€ KOH(PUTYpaIHid

3CB.8

PesepBHOE KOmMUpOBaHWE [aHHBIX, PE3EPBUPOBAHHE
TEXHUYECKUX CPEJICTB, MPOrpaMMHOro oOecreyeHus
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BUPTYQJIbHONM HMHQPPACTPYKTYpPbl, a TaKKe KaHaJIOB
CBSI3U BHYTPU BUPTYaJIbHON MH(PPACTPYKTYPHI

3CB.9 Peanusanus v ynpasiieHHEe aHTUBUPYCHOM 3aILUTON B
BUPTYQJIbHON UHPPACTPYKTYpE

3CB.10 Pazbuenue  BUpPTyanbHOM  HMHQPACTPYKTYpbl  Ha
CErMEHTHI (cermeHTHpOBaHUE BUPTYaJIbHON
UHOPACTPYKTYphl) Ui OOpabOTKM MEPCOHAIBHBIX
JAHHBIX OTJEJIBbHBIM I10JIb30BATEIEM U (WJIM) TPYHIION
10JIb30BATENEH

XII. 3amura Texundeckux cpeacts (3TC)

3TC.1 3amura nH(pOopMaInHy, oOpabaTbiBaeMoii
TEXHUYECKUMHU CpPEACTBAMH, OT €€ YTCYKH IO
TEXHUYECKUM KaHaTaM

3TC.2 Opranuzaiuss KOHTPOJIMPYEMOW 30HBI, B Ipenenax
KOTOPOH TOCTOSHHO Pa3MENaloTCsl CTalMOHApHbBIE
TEXHUYECKUE CpEnCTBa, oOpabaTbIBaroIe
uH(poOpManMIo, U CpeAcTBa 3aIIUTHl MH(pOpManuu, a
TaKXke cpeacTBa obecrieueHns (QyHKIIMOHUPOBAHUS

3TC.3 KonTpons u ynpaBieHue (U3UYECKUM JIOCTYIIOM K| -+
TEXHUYECKUM  CpPEICTBaM,  CpEACTBAM  3aIlUThl
uHbopMalumy, CpelacTBam obecrnieueHus

(YHKIIMOHUPOBAHUSA, a TaKKe B IMOMCIICHUS U
COOpYKEHMs, B KOTOPbIX OHHM YCTAaHOBJICHBI,
UCKITIOYAIOIINE HECAHKIIMOHHUPOBAHHBIA (PU3UUECKUI
JOCTYIl K cpeactBaM o0paboTku MH(pOpMauu,
CpeACTBaM 3alIUThl HMHQOPMALUU U CpPEACTBaM
obecrieueHrss PyHKITMOHUPOBAHUS WH(POPMAIIMOHHOM
CUCTEMBI, B MOMEIIEHUSI U COOPYXKEHUS, B KOTOPHIX
OHH yCTaHOBJICHbI

3TC.4 Pa3memenne yctpoiicTB  BbIBOga (oTOOpakeHus) +
uHpOpMaLUH, UCKJIIOYAloIIEee ee
HECaHKIIMOHUPOBAHHBIN MPOCMOTP

3TC.5 3amura OT BHEIIHUX BO3JAEHCTBUN (BO3AEUCTBUI
OKpY Karomien cpenpl, HECTaOMILHOCTH
ANEKTPOCHAOKEHHS, KOHIUIIMOHUPOBAHUS W WHBIX
BHEITHUX (haKTOPOB)

XIII. 3amwura nHGOPMAIIMOHHOM CUCTEMBI, €€ CPE/CTB,
cucTeM cBsi3u U nepenayn gaHHbix (3UC)

3UC.1 Paznenenne B mHpoOpManmoHHON cucteMe (QYHKIMMA
1o YIPaBIEHUIO (aIMUHUCTPUPOBAHHUIO)
nH(OPMaLIMOHHON CUCTEMOI, YIIPaBIECHUIO
(aIMUHHMCTPUPOBAHUIO) CUCTEMOM 3aIUTBI
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NEepCOHANBHBIX JAaHHBIX, (yHKIOMA 10 00paboTke
HNEePCOHATBHBIX  JaHHBIX M MHBIX  (QyHKOWi
UH(POPMALMOHHON CUCTEMBI

31UC.2 [IpenoTBpaiienne  3aA€pKKA  WIM  IIpEphIBAaHUS
BBITIOJTHEHHSI TIPOLIECCOB C BBICOKUM IIPHOPUTETOM CO
CTOPOHBI MPOLIECCOB C HU3KUM NMPHOPUTETOM

3UC.3 OO0ecrnieyeHre 3alUTHl TMEPCOHANBHBIX JaHHBIX OT| -+ + + +
packpeiTusi, MoauduKanMu W HaBS3bIBaHUS (BBOAA
JI0’)KHOW MH(pOPMAIIMHK) TIPH €€ nepeaade (MoAroTOBKE
K Mepenaye) Mo KaHajlaM CBSI3HM, UMEIOIIUM BBIXOJ 3a
npenensl  KOHTPOJIUPYEMOM 30HbI, B TOM 4YHCIIE
OecrpoBOTHBIM KaHAJaM CBSI3U

31UC.4 ObecnieueHne TOBEpEHHBIX KaHaja, MApIIPyTa MEKIY
aZIMUHHCTPATOPOM, TIOJIb30BATENIeM U CPEICTBAMU
3ammTel  MHGopMauuu (QyHKIMAMH O€30IacHOCTH
CPE/CTB 3alIUuThl HHPOpPMAIIUN)

3UC.5 3anper HECaHKIIMOHUPOBAHHOMN yJlaJIeHHON
aKTHBAIlMM BHUJEOKaMep, MHUKPOGYOHOB W HHBIX
nepupepuitHBIX ~ YCTPOMCTB,  KOTOpbIE  MOTYT
aKTUBHPOBATHCS  YAAJCHHO, W  OINOBEUICHUE
HoJIb30BaTeNel 00 aKTUBAIIUHN TAaKUX YCTPOUCTB

3UC.6 [lepenaua © KOHTPOJIb ILEJIOCTHOCTH aTpUOYTOB
0e30macHOCTH (METOK O€30MacCHOCTH), CBA3aHHBIX C
NEepCOHANBHBIMUA JIaHHBIMH, TIpU OOMEHE UMM C
WHBIMU HH()OPMAITMOHHBIMU CHCTEMAMU

3UC.7 KoHTposib  CAaHKIMOHUPOBAHHOTO M  HUCKJIOUYEHUE
HECAHKIIMOHUPOBAHHOTO HCIIOJIb30BaHUS TEXHOJOTHI
MOOWJIBHOTO KOJa, B TOM YHCIE pPETUCTpaus
COOBITHH, CBSI3aHHBLIX C HMCITOJb30BAHUEM TEXHOJIOTHI
MOOWJIBHOTO KOJA, MX aHaju3 M pearupoBaHUE Ha
HapyILICHUS, CBSI3aHHBIE C HCIIOB30BaHUEM
TEXHOJIOTHH MOOMJIBHOI'O KOJa

3UC.8 KoHTponb CaHKIIMOHUPOBAHHOIO M UCKIIOYEHHE
HECAHKI[MOHUPOBAHHOI'O MCIIOJIb30BAHUS TEXHOJIOTUN
nepefayn pedu, B TOM YHCJIE PErucTpalysi COObITHH,
CBSI3aHHBIX C MCIIOJIb30BAHUEM TEXHOJIOTUH Tepenadn
peun, MX aHalu3 U pearupoBaHUE Ha HapyLICHUS,
CBSI3aHHBIE C MCIOJB30BaHUEM TEXHOJIOTUH Mepenadn

peun
31C.9 KoHTponb  CaHKIIMOHMPOBAHHONM U  HCKIIOYECHHE
HECaHKLMOHUPOBAaHHOMN nepeaavu
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BUJICOMH(POPMAIIMK, B TOM UHCIE PETUCTPALHS
COOBITHH, CBSI3aHHBIX C rnepenayen
BUJICOMH(GOPMAIINN, UX aHAJM3 M pearupoBaHUE Ha
HapyILICHU, CBSI3aHHBIC C nepenayen
BUICOMH(POPMAITIHI

3UC.10

[ToaTBepxnenue MIPOMCX 0K ICHHS HMCTOYHHKA
uHbOpMaIK, TOJy4aeMOl B MpoIecce OMpeaeIeHuUs
CEeTEBBIX QJpPEeCcOB IO CETEeBBIM HMEHAM  WJIHN
ONpeJIETICHUS] CETEBbIX UMEH 110 CETEBBIM aJpecam

3UC.11

OO0ecrieueHre IIOMIMHHOCTA CETEBBIX COEIMHEHUI
(ceaHCOB B3aUMOJICHCTBHS ), B TOM YHCJIE JJIS 3alUThI
OT TTOJIMEHBI CETEBBIX YCTPOMCTB U CEPBHCOB

3UC.12

Hckmouenue BO3MOKHOCTH OTPULIAHHUSA
nojb3oBareneM (akTa OTHPaBKU IEPCOHANBHBIX
JTAHHBIX JPYrOMY IOJI30BATEIIO

31C.13

Hckmouenue BO3MOYKHOCTH OTPULIAHUS
NoJib30BaTeNieM (pakTa IMOJydyeHUs NEepCOHATBHBIX
JAHHBIX OT IPYTOro MOJIb30BaTeNs

31C.14

Hcnonb3oBaHne YCTPOWCTB TEPMHHAIBHOIO JOCTYyHa
JUTsE 00pabOTKH TIEPCOHATBHBIX TAaHHBIX

3UC.15

3amura apXUBHBIX (haiIoB, MapaMeTPOB HACTPOUKH
CPEICTB 3aIlUThl WHPOPMAIUM U TMPOTPAMMHOIO
o0ecrieyeHrs W MHBIX JIAHHBIX, HE MOJJIeKAIINX
U3MEHEHUIO B Mpolrecce oOpabOTKH NepCOHANTBbHBIX
JTAHHBIX

3UC.16

BeisiBnenue, aHaJIN3 u 0JI0KMpOBaHUE B
UHQOPMALIMOHHOW  CHCTEME  CKPBITHIX  KaHAJIOB
nepeaayn MHPOpMaLuu B 00X0/1 pealn30BaHHbIX Mep
VI BHYTPU Pa3peLIEHHBIX CETEBBIX IPOTOKOJIOB

31C.17

Pa3ouenune nHDOpMAIMOHHOM CHUCTEMBI Ha CETMEHTHI
(cermeHTHpOBaHME HMH()OPMAITMOHHONW CHCTEMBI) U
o0ecrnieyeHne  3alIUTBl  IEPUMETPOB  CETMEHTOB
UH(POPMALMOHHOM CUCTEMBI

3UC.18

ObecnieueHue 3arpy3Ku U UCIIOJTHEHMS IPOTPaMMHOIO
o0ecrieueHns ¢ MAIIMHHBIX HOCUTEJIEH epCOHATBHBIX
JAHHBIX, JOCTYIHBIX TOJBKO JJISl YTEHUS, U KOHTPOIb
IIEJIOCTHOCTH JTAHHOTO MPOTPAaMMHOTO 00eCTICUeHHS

3UC.19

M3onsmust mporieccoB  (BBIMIOJIHEHUE MPOrpaMM) B
BBIIEJIEHHON 00JIaCTH aMsITH

31C.20

3amura 6ECIpOBOIHBIX COSTUHEHUHN, TPUMEHIEMBIX B
uHPOPMAIMOHHON CHCTeMe
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XIV. BeisiBneHne uHIMIEHTOB U pearnpoBanue Ha HUX (MHLI)

WHIL1

OHpeI[eJICHI/Ie JIn1, OTBCTCTBCHHBIX 3a BbIABJICHUC
WHIUJACHTOB U pCarupoBaHUC HA HUX

WHIL2

OOHapyxeHue, WAGHTHQUKAIMA M  PErHCTPALUA
UHIUJCHTOB

WHIL3

CBoeBpeMEHHOE nH(GOPMHUPOBaHKE T,
OTBETCTBEHHBIX 33 BBIABIEHUE MHLIMUJIEHTOB H
pearupoBaHye Ha HUX, O BOSHUKHOBEHNUHN WHIIUJICHTOB
B MH(QOPMALMOHHOW CHUCTEME TIOJb30BATEIAMU U
aJIMUHUCTPATOPaMH

VHIL4

Ananuz HHOUJICHTOB, B TOM YHCIIC OIIPCACIICHUC
HUCTOYHHUKOB U IMPUYWNH BO3HUKHOBCHUA HWHIUACHTOB,
a TaK)XXC OIICHKA UX HOCJ'IGJICTBI/Iﬁ

MHIL.S5

[IpuasiTHE Mep 1O yCTPAaHEHUIO IOCIEACTBHUU
WHIUICHTOB

VHIL6

HHaHI/IpOBaHI/Ie U NPpUHATHE MCP I10 MPECAOTBPALLICHUIO
IMOBTOPHOI'0 BO3HUKHOBCHUA MHIHUJICHTOB

XV. Ynpasnenue koHpurypamnueit nHHOpMaIMOHHON CUCTEMBI M CHCTEMBI 3aIlUThHI

nepcoHanbHbIX TaHHBIX (YKD)

YK®.1

Omnpenenenue UL, KOTOPBIM pa3pellieHbl IEeHCTBUS
0 BHECEHUIO H3MEHEHMH B  KOHQUIyparuio
MH(POPMAIIMOHHON CHUCTEMBl U CHCTEMBI 3allUThI
NEPCOHAJIBHBIX JaHHBIX

YK®.2

VYnpasienue WU3MEHEHUsIMU KOH(Urypanuu
MHPOPMAIIMOHHON CHUCTEMBl U CHCTEMBI 3allUThI
NEPCOHAJIBHBIX JaHHBIX

YK®.3

AHanu3 NOTEeHIMAJIBLHOTO BO3JEHCTBUS MIIaHUPYEMBbIX
u3MeHeHul B KoHuUrypauuu HHOOPMALMOHHON
CUCTCMBbI U CUCTEMBI 3allIUTHI MICPCOHAJIBHBIX NTAHHBIX
Ha oOecrieyeHre 3alllUThl MEePCOHATBHBIX TAaHHBIX U
COrjlacOBaHHE U3MEHEHUN B KOH(Urypauuu
UHGOPMAITMOHHON CHCTEMBI C JOJKHOCTHBIM JIHIIOM
(paboTHUKOM), OTBETCTBEHHBIM 3a oOecredeHue
0€30MacHOCTH MEePCOHANBHBIX JTaHHBIX

YK® .4

JlokymeHnTupoBanre uHbopmaruu  (DaHHBIX) 00
U3MEHEHUSAX B KOHQHUrypamuu HHGOPMAIIMOHHON
CHCTEMBI U CHCTEMBI 3aIUThl IEPCOHAIBHBIX JTaHHBIX

"+" - Mepa o oOecreueHnI0 0€30MaCHOCTH MEePCOHANBHBIX JTAHHBIX BKJIIOYEHA B 0Aa30BBIM HAOOp
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MCPp MJId COOTBECTCTBYIOIICTO YPOBHSA 3alIIUIIICHHOCTH IICPCOHAJIBHBIX TAHHBIX.

Mepbl o obecriedyeHr0 0€30MaCHOCTH TIEPCOHANBHBIX JTaHHBIX, HE 0003HAaYEHHBIC 3HAKOM "+,
MIPUMEHSIOTCS TIPH ajanTtainuu 6a30Boro Habopa Mep M YTOYHEHHH aJanTHPOBAHHOTO 0a30Boro Habopa
Mep, a TaKkKe Mpu pa3paboTke KOMIIEHCUPYIOMIMX Mep M0 00eCredeHn0 0e30MacHOCTH MEePCOHATBHBIX
JIAHHBIX.



