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MMWHUCTEPCTBO OGPA30BAHUA U HAYKU POCCUUCKOWN ®EOEPALIUN

DENAPTAMEHT FrOCYQAPCTBEHHOW MNONIUTUKN B COEPE
OBLUEro O6PA3OBAHUA

NMACbMO
ot 14 masa 2018 r. N 08-1184

O HANPABJTIEHUN NHPOPMALIUUA

JlemapTaMeHT TOCy/IapCTBEHHOW MOJMTHKH B cepe obmero odpasoBanus MunobpHayku Poccun
HarfpaBJeT A cBeleHHs pa3paboraHHble Bpemennoil komuccueit Coera denepanuu mo pasBUTHIO
MH(POPMALIMOHHOTO O00IIecCTBa METOAWYECKHE DEKOMEHJAIMU O pa3MeIIeHHH Ha WH(POPMAIMOHHBIX
CTEHJaXx, ouLmaNbHBIX UHTEpHEeT-calTax u JpyTUX UH(POPMALMOHHBIX pecypcax
0011e00pa30BaTENbHBIX OPTraHU3alUi U OPraHOB, OCYIIECTBISIIONINX YIIpaBlIeHHe B chepe oOpa3oBaHMs,
nHpopmaruu o 6€30MacHOM MOBEJICHUU W UCIIOJIb30BaHUU ceTu "MHTepHeT".

Hupektop [lenapramenTa
A.E.IIETPOB

IIpunoxxenue

METOAMYECKUE PEKOMEHOALINA
O PASMEWEHUUN HA UHOOPMALIMOHHbIX CTEHAAX, O®PULUUAJIbHbIX
WHTEPHET-CAUTAX U OPYI'MX UH®OPMALIMOHHbIX PECYPCAX
OBLLUEOBPA3OBATENbHbIX OPFTAHU3ALIMA U OPFAHOB, OCYLLEECTBNAIOLLKUX
YNPABJNIEHUE B C®EPE OBPA30OBAHUA, UH®OPMALIUN O BE3OINACHOM
NOBEAEHUUN U UCMNOJIb3OBAHUU CETU "MHTEPHET"

OkcnepramMu U wieHamMu BpemenHoit komuccun CoBera @Denepanud 1O Pa3BUTHIO
MH(QOPMALMOHHOTO OOIIECTBA B paMKaxX BBIIIOJHEHUS PEKOMEHJAIMI TapIaMEHTCKHUX CITyIIaHHH
"AKTyallbHble BOMpPOCHI oOecredeHusi Oe30MacHOCTH M pPa3BUTUS JleTeil B WHGPOPMAIMOHHOM
npoctpancTBe", koTopbie mpouun B CoBere Deneparmu 17 ampens 2017 r., Obuin pa3paboTaHbI
METOJIMYECKHE PEKOMEHJIAIIMU O pa3MEelIeHNH Ha HHPOPMAIIMOHHBIX CTeHJaX, OPUIIMAaTbHBIX UHTEPHET-
caiitax W Jpyrux HHGOPMAIMOHHBIX pecypcax o00Ieo0pa3oBaTelbHbIX OpPraHU3alldiii M OpPraHoB,
OCYIIECTBISIIONIUX YIpaBiieHne B cdepe oOpazoBaHusi, HWHPOpMAIMK O OE30MACHOM MOBEIECHUU U
ucnoabp3oBaHuu cetu "MHTepHeT" (1anee - MeToqu4YecKe peKOMEHAAIINN).

MeToauveckie  PEKOMEHJAIMU  HANpaBJICHBl HAa  KAYECTBEHHOC  IOBBIMICHUE  YPOBHS
WH(POPMAITMOHHON JEeSATENLHOCTH 00IIe00pa30BaTEIbHBIX OPraHU3alliii U OPraHOB, OCYIIECTBIISIFOIIINX
yrpaBjieHHe B cepe oOpa3oBaHUs, B YaCTH WHPOPMHUPOBAHUS YYAIIUXCS, UX POIUTENICH (3aKOHHBIX
MpeJCTaBUTeNIel) W TEAaroru4eckux pabOTHUKOB 00 OCHOBHBIX acleKkTax WH(GOPMAIMOHHON
0e30MacHOCTH.

Metoanyeckre PEeKOMEHAAWU TI03BOJIAT 00IIe00pa3oBaTebHBIM OpraHU3alusAM M OpraHam,
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OCYIIECTBISIIOLIMM yIpaBiieHue B cdepe 00pa3oBaHUS, aKTyalIU3UpPOBaTh YK€ HCHOJb3yeMble U
pasMeleHHble HHPOPMALMOHHBIE MaTEpUalbl, TaK U MOJrOTOBUTH UX B Cllyyae UX OTCYTCTBUS C YUETOM
JYYIIUX TPAaKTUK U PEKOMEHIalui.

B paMkax MeToau4ecKux peKOMEHAAINI pacCMaTPUBAIOTCS CIEAYIOIINE UHCTPYMEHTHI:

1. uHpOpMAITMOHHBIE CTCH/IBI;

2. obunmanbHble HHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBOi nHGOpMAIMH (IIKOJIBHBIE Ta3€Thl, EAArOrMYeCKUe U3/IaHUS U IPYTHUE).
MUHdopmaumoHHble cTeHAbI

Ha undopManmoHHbIX cTeHAax B 00I1€00pa30BaTENIbHBIX OpraHU3alUsgX, PACIONIOKEHHBIX B (olie
yUpeXJeHUH M B KaOWHETax, OCHAIIEHHBIX MEPCOHAJIBHBIMH YCTPOHCTBAMHU JJIsl BBIXOJA B CETh
"UnTepHeT", peKOMEHIYeTCs pa3MeCTUTh HHPOPMAIIMOHHBIE TTaMSITKH, COACPIKAIE OCHOBHBIC COBETHI
1o o0ecrnieyeHno HH(POPMAIIMOHHOH 0€30MaCHOCTH YUaIHXCS.

B npunoxkennn N 1 K METOAWYECKMM PEKOMEHIAIMSIM TIPEACTABICH O0pas3el] MaMsITKd s
pa3MereHus Ha HHHOPMAITMOHHBIX CTEHIAX.

CpenctBa maccoBoun Hcpopmauum

B cpencrtBax maccoBoit MH(OpMaIMM, OPUEHTUPOBAHHBIX Ha OOYYAIOIIMXCS, PEKOMEHAYeTCs B
T€YeHHEe Yy4eOHOro rojJia peryisipHO IyOJUMKOBaTh HH(POPMAIMOHHBIE MaTepHalbl, MOCBSIICHHBIE
OTJENBHBIM acleKkTaM HH(OpPMAMOHHONW O0€30IacHOCTH, a TaKXkKe pas3JInyHble MaMATKH OOIIero
Xapakrepa.

B cpencrBax maccoBoit MH(OpMaIMM, OPUEHTUPOBAHHBIX HA MEJAarorn4ecKyro OOIIEeCTBEHHOCTb,
PEKOMEHJIyeTCs B T€UEHUE KaJICHJApPHOTO rojla PEryJIspHO MyOJIMKOBAaTh HHPOPMAIIMOHHbBIE MaTepHUAIbI,
MOCBALICHHBIE OT/AEIbHBIM acleKTaM WH(POPMAIMOHHON 6€30MaCHOCTH KaK HECOBEPIICHHOJIETHHUX, TaK U
0o011e00pa3oBaTeIbHBIX OpraHU3alMi, a TakkKe pa3nyHble MaMATKH, 0030pbl HOPMATHBHO-IIPABOBOIO
peryiaupoBaHusl JaHHOW cdepbl U MH(POPMAIMIO O AKTYaIbHBIX MEPONPHUATUAX U COOBITHAX B JAHHOM

chepe.

B xome mposenenuss EgmnHoro ypoka mo Oe3omacHoct B cetn "MHTepHeT" peKOMeHAyeTcs
o0ecreunTh BBIMYCK TEMaTUYECKOTO BBIMYCKa CpEeACTBA MaccoBOW WHQopMamuu JuO0 cepuu
nyOIuKauii, cpeid KOTOPBIX PAacCMOTPETh OpPraHM30BaHHBIE MEPOMNPUATHS s OOy4arolIuXcs, HX
ponutenelt (3aKOHHBIX MPEICTABUTENIEH) U TIEIarOTMUeCKO 00IIECTBEHHOCTH.

OdmumanbHble UHTEepHeT-pecypcbl

OO61eoOpa3oBaTeNIbHBIM  OpraHU3AlMsIM PEKOMEHIYeTCs Ha CBOUX OQuIHManbHbIX WMHTepHeT-
pecypcax obecneunTh (YHKIMOHUPOBAHUE CAMOCTOSTEIBHOTO U  CHELMAIM3MPOBAHHOTO paszzesna
"Undopmanmonnass 0e30macHOCTh", B paMKax KOTOPOTO MPEIyCMOTPETh pPa3MEIICHHE CIeAYIONen
UHpOpPMaLIUH:
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Paznen/mongpaznen

®opmar
[IPEICTABIICHUS
MaTEpHAaJIOB

Coneprxanne MaTepuagoB

JIokabHBIC
HOpPMATHBHBIC AKThI
B cepe
obecneucHuUs
UH(POPMaILMOHHOMN
0e30IMacHOCTH
00yJaromuxcs

Komnu nokymeHToB B
¢dopmare *PDF

Pa3memiarorcst Konuu 10KyMEHTOB, T.€.
CKaHMPOBAHHBIA BapHaHT JIOKYMEHTA,
COOTBETCTBYIOIIUHN TPEOOBaHUSIM K
napameTpam CKaHHPOBAHMUSL.
Pasmenarorcs TOKyMEHTHI,
pErIaMeHTUPYIOIINE OpraHU3aluo U
paboTy ¢ mepCOHATLHBIMU JTAHHBIMH,
IUTaHBl MEPONPUATHHA 10 00ECTIEUCHHIO
nH(pOpMaIMOHHOM 0€301MaCHOCTH
o0ydJaroImuxcs u Ipyrue.

HopmaTtuHoe
peryJInpoBaHue

Komnu nokymeHToB B
dopmate *PDF

[TyOnuKyIOTCS aKTyallbHBIE CBEICHUS O
(benepanbHBIX U PErHOHATBHBIX
3aKOHax, MMChMaxX OPTaHOB BJIACTH U
Apyrue HOpMaTHUBHO-TIPABOBbIE
JTOKYMEHTBI, PETJIAMEHTUPYIOIIHNE
obecnieueHre HHGOPMAITMOHHOMN
0€30IacHOCTH HECOBEPIICHHOJICTHHX.
Jlonyckaercst BMECTO KOITUN
pa3MenaTh TUIEePCCHUIKH Ha
COOTBETCTBYIOLINE JOKYMEHTHI Ha
calTax OpraHoOB rOCyJapCTBEHHOMN
BJIACTH.

[Memgarorumueckum
paboTHHKaM

Tekcr Ha cTpaHuIe
caura

Kormu nokymeHTOB B
¢dopmare *PDF

Pa3smemarorcss MmeToguueckue
PEKOMEHIalluU U YKa3bIBAETCs
uHpOpMaLUs O MEPOIPUATHSIX,
MIPOEKTax U MporpaMmax,
HaIPABJICHHBIX Ha ITOBBIILICHUE
MH(pOPMaLlMOHHON TPAaMOTHOCTH
[e1arOrMYecKuX pabOTHUKOB.

OO6yuaromumcst

TekcT Ha cTpaHule
caiTa

Pasmeniaercst naopMarioHHast
namsaTKa (npunoxkenne N 2) u
yKa3bIBaeTCsi HHPOpMAIus O
MEpOIIPUATHSAX, TPOCKTAX U
MporpaMMax, HalpaBJICHHBIX Ha
MOBBIIICHNE HHPOPMAIIHOHHON
TPaMOTHOCTH OOYYaIOIIMXCS.

Pomurenam
(3aKOHHBIM
MPEICTABUTEIISIM)
oOyJaronuxcs

TekcT Ha cTpaHule
caiTa

Pasmeniaercst naopMarioHHast
mamarka (opuinoxkenne N 3).

Jlerckue Ge3omacHbie
CaMThI

TekcT Ha cTpaHule
caiTa

Pasmemaercs nadopmarus o
PEKOMEH/IYEMBIX K UCIIOJIh30BAHUIO B
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y4eOHOM Tpoiiecce 0e30MacHbIX
caiitax, 6aHHepbl O€30MaCHBIX JETCKUX
CalTOB.

OpranaMm, OCYIIECTBIAIONIMM YyIpaBieHue B cdepe oOpa3oBaHMs, PEKOMEHIYETCS Ha CBOMX
opunmaneHeix  MHTEpHeT-pecypcax — obecnedyuTh  (YHKIUHOHUPOBAHHE  CAMOCTOSITEIBHOTO U
crenuanu3upoBaHHoro pasnena "Mudopmanronnas 6€e300acHOCTh", B paMKax KOTOPOIO MPeayCMOTPETh
pasMelleHue cieayrouiei nupopmanuu:

ITpunosxxenue N 1

NAMATKA ]
[Ns OBYYAIOLLUXCS OB MH®OPMALIMOHHOW BE30MACHOCTU AETEM

HENb3A

1. Bcem nozpsia coodumiatk CBOKO YacTHYHO MH(poOpMaluio (HacTosdlre Ums, pamMHUiINio, TeaedoH,
ajZipec, HOMep ILIKOJIbI, a TaKke GpoTorpaduu CBOU, CBOEH CEMbU U JIpy3eil);

2. OTKpbIBaTh BIOXKEHHBIE (DAaIbl 3JIEKTPOHHON MOYTHI, KOI'JIa HE 3HACIIb OTIIPABUTEIS;
3. I'pyOuTth, npuarpaThCs, OKa3bIBaTh JaBICHUE - BECTU C€0s1 HEBEXKIIMBO U arpeCCUBHO;

4. He pacnopspkaiicss JeHbraMd TBOEHM ceMbU 0€3 pa3pelleHHs CTaplliuX - BCErja CIpamiuBai
poauTenen;

5. He Bcrpeuaiics ¢ VMHTEepHET-3HAKOMBIMU B PEAJIBHOM JKU3HU - IIOCOBETYHCA CO B3POCIBIM,
KOTOPOMY JOBEPSCILb.

OCTOPOXHO

1. He Bce mumyt mpaBay. Uuraems o ceGe Hempasay B MHTepHeTe - cooOuu 00 3TOM CBOMM
POJIUTEINSIM WM ONIEKYHAM;

2. [TpurnamaroT nepenuchiBaThCsl, UTPaTh, 0OMEHUBATHCSA - IPOBEPb, HET JIM M10JIBOXA;
3. HezakonHoe konupoBanue (aiiios B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3sbiBail B3pOCibIM O Mpo0ieMax B CETH - OHHM BCETla TIOMOTYT;

5. HUcnonp3yil HacTpoiku O€30MacCHOCTU M NPUBATHOCTH, YTOOBI HE MOTEPSTh CBOU AKKAYHTHI B
COLICETSAX U JPYTUX NOopTallax.

MOXHO

KoncyabTantllaroc
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1. YBaxaii Ipyrux nojb30BaTeseH;
2. [lonb3yenibcst THTEpHET-UCTOUHUKOM - JIeail CChUIKY Ha HETO;
3. OTKpBIBail TOJIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OOmartecsl 3a TMOMOIIBIO B3POCIBIM - POAWTENHN, ONMEKYHBI M aIMHHHUCTpPAIUS CAaHTOB Bcerna
IIOMOT'YT;

5. llpoiiau obyuenue Ha caire "CeTeBUYOK" M MOTYYH MacopT MUGPOBOTO TpakIaHuHA!

[Tpunoxxenue N 2

MHPOPMALIMOHHAA NMAMATKA
AnA obYYHAIKOLWUXCA ANA PASMELLEHUA
HA OPULIMATIbHBIX UHTEPHET-PECYPCAX

C KaXXIbIM IoaoM MOJIOACKHW B MHTCPHETC CTAHOBHUTLCA 60JH)IH€, a IMIKOJIBHUKH OJHHU H3 CaMBbIX
aKTHBHBIX TONb3oBareneil Pynera. Mexay TeM, NOMHMO OTPOMHOTO KOJIMYECTBA BO3MOXHOCTEH,
MHTEPHET HeceT U NMpoOsieMbl. DTa MaMsTKa JOJHKHA TTOMOYb Tebe 0e30MacHO HaXOIUThCS B CETH.

KomMnbroTepHble BUPYCbI

KoMmmbloTepHblii BHUPYC - 3TO PpPa3HOBUJHOCTh KOMIBIOTEPHBIX MpPOTpamM, OTIUYUTEIbHON
0COOEHHOCTBIO KOTOPOM SBISIETCSA CLIOCOOHOCTh K Pa3MHOKEHHIO. B JJoMosTHeHne K 3ToMy, BUPYChl MOTYT
MOBPE/IUTh WU TOJHOCTBIO YHUYTOXXHUTH BCe (ailiibl U JaHHBIE, IMOJAKOHTPOIBHBIE MOJIH30BATENIO, OT
UMEHH KOTOpOro ObuIa 3amylleHa 3apa’keHHas Mporpamma, a TakKe MOBPEAUTh WU JaXe YHUUYTOXKHUTH
OTIEpALIMOHHYIO CHUCTEMY CO BceMHu (hailmamMu B 1enoM. B OONBIIMHCTBE CllydaeB paclpOCTPaHSIOTCS
BHUPYCHI YEPE3 UHTEPHET.

MCTOI[BI 3al0UTHI OT BPCAOHOCHBIX IMPOrpaMM:

1. Mcnonp3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, HMEIOINE CEPBE3HBIN YPOBEHb 3aILUTHI OT
BPEOHOCHBIX IPOTPaMM;

2. TloctosHHOo ycTaHaBiuBail mauTd (UMQPOBBIE 3aljaTKW, KOTOpPblE aBTOMATHYECKU
YCTaHABIMBAIOTCA C LENbI0 J0Pa0OTKM MpOrpamMMmbl) M JApyrue OOHOBIIEHHS CBOEH OlepaliMOHHON
cucteMbl. CkaunBail X TOJILKO ¢ odunuaabHoro caita paspadorurka OC. Eciau cymiecTByeT pexum
ABTOMATHUYECKOTO OOHOBIICHHUSI, BKJIIOYH €T0;

3. PabGoTaii Ha cBOEM KOMIIBIOTEPEC IIOJ IIpaBaMHU II0JIb30BATCIIA, 4 HC aJIMHUHHCTPATOpA. 9710 HE
IIO3BOJIUT 6OJII)IHI/IHCTBy BPCAOHOCHBIX TMPOrpaMM HHCTAJIMPOBATHECA Ha TBOCM IMEPCOHAIBHOM
KOMIIBIOTEPC,

4. Hcnonb3ylh aHTUBHUPYCHBIE NPOrpaMMHBIE TMPOIYKTbl H3BECTHBIX MPOU3BOAMUTEIEH, C
aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;
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5. Orpannup pu3nUecKuii JOCTYN K KOMIBIOTEPY 7151 HOCTOPOHHUX JIULL;

6. Mcrionb3yit BHEIIHNE HOCUTENIN MH(POPMALIMK, TaKue Kak (hielka, TMcK win ¢aill u3 HHTepHeTa,
TOJIKO U3 MIPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBaif KOMITbIOTEpHBIE (hailsibl, MOTyUYE€HHbIE M3 HEHAJEKHbIX HCTOUHUKOB. Jlaxke Te
(aiibl, KOTOpbIe MPUCHIa TBOW 3HaKOMBIH. Jlydille yTouHH y HETo, OTIPABJISUI JIU OH Te0e UX.

Cetun WI-FI

Wi-Fi - 310 He BUI mepenayn JaHHBIX, HE TEXHOJOTHs, a BCETO JIUIL OpeHn, mapka. Eme B 1991
roy HUAepJaHICKas KoMmaHus 3aperucrpupoBana opern "WECA", uro 0003Ha4aI0 CIOBOCOUYETAHHUE
b
"Wireless Fidelity", koTopslii mepeBoAUTCS Kak "OecrpoBOHAS TOYHOCTS".

Jlo Haiero BpeMeHu Jioluia Apyras ab0peBuatypa, KoTopas sIBIsSI€TCS TaKOH e TeXHoJIorueil. 1o
abopesuarypa "Wi-Fi". Takoe Ha3zBaH#e OBLJIO TaHO C HAMEKOM Ha CTaHJIAPT BBICIICH 3BYKOBOW TEXHUKH
Hi-Fi, uro B nepeBoze o3HauaeT "BbICOKast TOUHOCTh'.

Ha, OecrulaTHBIi MHTEpPHET-IOCTYNl B Kade, OTENsIX M ad’poroprax SBISIETCd OTIMYHOU
BO3MOXKHOCTBIO BBIXO/Ia B MUHTEpHET. HO MHOTHE 3KCTIepThl CUMTAIOT, uTO o0menoctynHsle Wi-Fi cetu He
ABIISAIOTCS O€30MaCHBIMHU.

Cogetsl 110 0€30MacHOCTH pabOTHI B 00IIEIOCTYNHBIX ceTax Wi-fi:

1. He mepenaBaii cBoro jauanHyto nHpopmaluio depe3 oomenoctymasie Wi-Fi cetn. Paboras B Hux,
JKeJaTeJIbHO HE BBOJIUTH MAPOJIU JOCTYNA, JIOTUHBI U KaKhe-TO HOMEpa;

2. HWcnonb3yiti u OOHOBJISIl aHTUBHpPYCHblE NporpamMmbel U OpaHamayep. Tem caMbIM  Tbl
o0e3omacuillb ceds 0T 3aKaYKH BUpPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBannu Wi-Fi otkmoun ¢yskiuto "OOmmit goctyn K ¢aiiiaM U mpuHTepam'.
Jannast ¢GyHKIMS 3aKpbhiTa MO YMOJYaHUIO, OJAHAKO HEKOTOphIE MOJb30BATENM AKTHBHPYIOT €€ s
y100CTBa UCIIOH30BaHUS B paboTe Win yueoe;

4. He ucnone3yit my6aumuneiid WI-FI Ui nmepegauu JTUYHBIX AAHHBIX, HApUMeEp Ul BbIXOJA B
COIIMAJIBHBIE CETU WM B DJIEKTPOHHYIO ITOYTY;

5. Ucnonp3yii Tonbko 3ammiienHoe coenuHenue uepes HTTPS, a ne HTTP, T.e. npu Habope BeO-
anpeca BBoau uMeHHO "https://";

6. B moOunbHOM Tenedone orkmoun QyHkuuio "Tlogkmrouenne k Wi-Fi aBromaruuecku". He
JIOTTyCKail aBTOMAaTUYEeCKOTo MOAKIIOUEHUs ycTpoiicTBa Kk cetsiM Wi-Fi 6e3 TBoero cornacusi.

CouumanbHble ceTu

COHI/IaJ'H)HI)Ie CETH AKTHMBHO BXOJAT B HaAIly XW3Hb, MHOI'MC JIIOAU pa6OTaIOT U JXHUBYT TaM
IHOCTOAHHO, a4 B Facebook YiKE 3apCTUCTPUPOBAH MUJUIHAPA YCIOBCK, YTO ABJIACTCA OHHOﬁ CG)IBMOI71 BCEX
JKUTEJIeH INTaHeThl. MHOTHE IIONIb30BAaTEIIM HE IIOHHUMAKT, YTO I/IH(bOpMaI_[I/IH, pasMC€li€HHad HWMH B
CONUAJIbHBIX CCTAX, MOXKCET OBITh Haﬁ[{eHa " UCII0JIb30BaHa K€M YroaHo, B TOM YUCJIC HC 00s13aTeNIbHO C
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OJlarMMH HaMEPEHUSIMH.
OCHOBHBIE COBETHI IO OE30IIACHOCTU B COLUAJIBHBIX CETAX:

1. Orpannyb CHUCOK jApy3ed. Y TeOs B JAPY3biIX HE JIOJDKHO OBITh CIIYYalHBIX M HE3HAKOMBIX
JIIOJIEH

2. 3ammimai CBOI YacTHYI >KM3Hb. He ykaspiBail maposid, Tene]oHbI, aapeca, JIaTy TBOETO
POXICHHUS W JPYIyI0 JHUYHYI0 WHQOpMAIwio. 3JIOYMBIIICHHHKA MOTYT HCIIOJNB30BaTh Jaxke
uHGOPMAIIUIO O TOM, KaK Thl U TBOU POJUTENHN TUIAHUPYETE MPOBECTH KaHUKYJIBI,

3. 3amuiiail CBOI pemyTaluio - JEpKU €€ B UUCTOTE U 3ajaBail ce0e BOMPOC: XOTeN OBl Thl, YTOOBI
JpyTUe TOJB30BATEIN BUACIH, YTO ThI 3arpyxkaemib? [lomgymaii, mpexiae 4eM uYTO-TO OMyOJIIMKOBATh,
HAaIucaTh U 3arpy3uTh;

4. Ecnu Tbl rOBOPUIIB C JTFOABMH, KOTOPBIX HE 3HACIIb, HE UCIOIb3YH CBOE PEAJIbHOE UMS U APYTYIO
JMYHYIO0 HHPOPMAIIUU: UMsI, MECTO JKUTEIBCTBA, MECTO YUeOBbl U MPOYEE;

5. U36eraii pazmenienus pororpaduii B UHTEpHETE, T/1€ THI M300paXK€H HA MECTHOCTH, 10 KOTOPOM
MO3KHO OIIPEJIEIUTh TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpanuu B COIMATBHOMN CETH HEOOXOIMMO HCIOI30BaTh CIOKHBIE TTAPOJIH, COCTOSIINE
u3 OyKB U (P U C KOJTMYECTBOM 3HAKOB HE MEHee §;

7. I[J'Iﬂ COHH&J’IBHOﬁ CCTH, IMOYTHI U APYIrUX canToB HeO6XOI[I/IMO HCIIOJIb30BATh PA3HBIC IIAPOJIH.
Torma ecnu TeOs B3JIOMArOT, TO 3JIOYMBINUICHHHUKHU MMOJIYy4aT JOCTYIl TOJIBKO K OAHOMY MCCTY, 4 HC BO BCC

cpasy.
ANEeKTPOHHbIEe AeHbIn

BHGKTpOHHBIe JCHBI'H - 3TO OYCHb y,I[O6HBII71 croco0 HJIaTe)Keﬁ, OJHAKO CYHICCTBYHOT MOIIICHHUKH,
KOTOPBIC XOTAT IMOJYYHUTb OTU JCHBI'H.

BHGKTPOHHBIG JACHBI'K IMOABUIIMCh COBCEM HEAABHO U MMCHHO HU3-3a OTOT'O0 BO MHOTHUX IOCyAapCTBax
A0 CUX IOP HC MPOIMKUCAHO IMPO HUX B 3aKOHAX.

B Poccum ke oHM (YHKIMOHUPYIOT U O HUX YK€ IMPOMHCAHO B 3aKOHE, TJEe WX Pa3JeiSIFOT Ha
HECKOJIbKO BUJIOB - aHOHMMHbBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, UTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaeTcss MPOBOAWTH ONEpaluu 0e3 WIACHTH(PUKAIMK TI0JIb30BATENs, a B HEAHOHHUMHBIX
UJeHTU(UKAIUS TT0JIH30BATEINS SBISETCS 00s13aTEIBHOM.

Taxke cnemyeT pa3nuyarh JIEKTPOHHbIE (UATHBIE AEHBIH (PaBHBI TOCYIAPCTBEHHBIM BallOTaM) U
AJIEKTPOHHBIE He()UATHBIE ICHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BaJIOTaM).

OCHOBHBIE COBETHI 110 O€30MaCHOM pa60Te C DJICKTPOHHBIMH JICHbI'aMHU:

1. ITpuBsKM K cueTy MOOMIIBHBIN TeNeOH. ITO caMblil yI0OHBIH U OBICTPBIN CIIOCOO BOCCTAHOBUTH
noctyn K cyery. [IpuBsizaHHbI TeneoH HOMoOXKeT, ecnu 3a0yJellb CBOW IUIATEXHBIM Mapoib WM
3aiIelIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Vcnonb3yii ogHopa3oBbie napoiu. [locie mepexona Ha yCHIIGHHYIO aBTOPU3AIIHIO TeOe yKe He
OyZeT yrpoKaTh ONMAaCHOCTh KPa)kl HIIM MepexBaTa IUIaTeKHOTO MapoJis;
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3. Boibepu cnoxublii maponb. IlpectynmHukam Oyaer He MpPOCTO yrajaTh CIOKHBIM Mapolib.
HanexHble mapoiu - 3To napoJii, KOTOpbIE COAEP)KaT He MEHee 8 3HAKOB M BKJIIOYAIOT B c€0sl CTPOUHBIE U
MIPONHUCHBIE OYKBBI, MU(PPHI M HECKOJIBKO CHMBOJIOB, TAKME KaK 3HAK JoJiiapa, GyHTa, BOCKIUIATETHHBINA
3HaK u T.11. Harmpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE TAHHBIE HA CalTax, KOTOPHIM HE JOBEPSEIIIb.
AneKTpOHHasA no4ta

ONEeKTpOHHAss IOYTa - H3TO TEXHOJIOTHS M IPENOCTABIIEMBIE €H0 YCIYTH II0 IIEPECBUIKE U
MOJYYEHHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PaCIpeleNaoTcss B KOMIbIOTEpHOU ceTH. OOBIYHO
AJIEKTPOHHBIN TMOYTOBBIM SAIIUK BBHIMJISAUT CIEAYIOIUM 00pa3oM: HMs IOJIb30BaTEeNA(@HUMsS_JTOMEHA.
Taxoke KpoMe nepeiaun IpoCTOro TeKCTa, UMEETCs BO3SMOXKHOCTD NepeaBarh (haiibl.

OCHOBHBIE COBETHI 110 6€30TMaCHOM padoTe ¢ IIEKTPOHHON MOUTOM:

1. Hago BbIOpaTh NpaBUJIBHBIN MOYTOBBIA CepBUC. B HHTepHETE €cTh OrpOMHBIM BBIOOD
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlIe TOBEPATH TEM, KOTO 3HACIIb U KTO MEPBBIA B PEUTHHTE;

2. He yxka3piBaii B JMYHOM TmouYTe JMYHYIO uUHpopMmauuio. Hanpumep, mydme BbeIOpaTh
"My3bIKasIbHBIN_(paHat@" wim "pok2013" Bmecto "Temal3";

3. Hcnonp3yil OBYXAITalHYI aBTOPHU3AlMIO. JTO KOrAa MOMUMO Mapojisi HYKHO BBOAMTH KO[,
IpUCBhUTaeMbIN 10 SMS;

4. BeiOepu cIOXHBIN Taposb. st KaXI0TO MOYTOBOTO SIIIMKA JIOJDKEH OBITh CBOM HAJIEKHBIM,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOKHOCTh HAIlUCAaTh CaMOMYy CBOM JIMIHBIN BOIIpOC, I/ICHOHB3YI7I 9TY BO3MOXKXHOCTD,

6. Mcronb3yil HECKOJIBKO MOYTOBBIX SINIMKOB. lIepBBI I 4aCTHOM NEPENHMCKU C aqpecaTaMi,
KOTOPBIM ThI JIOBEPSIEIIb. DTO SJIEKTPOHHBIN aJpec He Ha/I0 MCIIOIb30BaTh MPH PETUCTpalMK Ha Gpopymax
W CaMTax;

7. He oTkpbIBaii (aiinel v Ipyrue BIOKEHHS B MUChMaX, JIa)e €ClId OHH MPUIILTA OT TBOUX APY3eHl.
Jlydme yTo4HM y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (paiiiibr;

8. ITocne okoHYaHMs pabOTHI HAa TIOYTOBOM CEPBUCE TEepe] 3aKPHITUEM BKIIAIKH C CAUTOM He 3a0yab
HaxaTh Ha "Beritu".

Knb6epOynnuHr nnu BupTyanbHoe n3aeBaTesibCTBO

KubepOynnuHr - mpecienoBaHue COOOLICHUSIMH, COJEpKAIlMMU OCKOPOJIEHHs, arpeccuio,
3alyrUBaHKe; XYJIUTaHCTBO; COIIMAIbHOE OOMKOTHPOBAHKE C IIOMOIIBIO Pa3IMYHbIX HHTEPHET-CEPBUCOB.

OcHoBHBbIE COBETHI 110 60pbOE ¢ KHOEPOYIITUHIOM:

1. He Opocaiics B 60it. Jlyummii crioco6: MOCOBETOBATHCA Kak ce0si BECTH U, €CJIM HET TOTO, K KOMY
MOXHO OOpaTUThCSA, TO BHAyaje YCHOKOUTHCSA. EcCiM Thl HayHEINIh OTBEYaTh OCKOPOJICHHSMH Ha
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OCKOPOJIEHUS, TO TOJBKO el 0OJbIle pa30kKellb KOH(IHUKT;
2. Ypasindii cBoeil kubeppenyramnuei;

3. AHOHUMHOCTb B ceTH MHHMMas. CyIIecTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 32 QHOHUMHBIM
AKKayHTOM;

4. He crouT BecTH XYJIWTAaHCKWN 00pa3 BUPTyaldbHOW >ku3HU. MHTEpHET (pukcupyeT Bce TBOH
JIEUCTBUS M COXPAHSIET UX. Y JAIUTh UX OYJET KpalHe 3aTpyIHUTEIBHO;

5. Cobnronait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit eauHuuHbli HeraTtuB. OAHOpa3oBble OCKOPOUTENbHBIE COOOILIEHUS JIydlle
urHopupoBaTb. OOBIYHO arpeccus MpeKpaiaeTcst Ha Ha4yaJlbHOW CTaluH;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B COIUAIBHBIX CETSIX €CTh
BO3MOXXHOCTH OJIOKMPOBKH OTIPABKH COOOIICHUI C OTIpeAeIEHHBIX a/IpECOB;

8. Eciim TeI cBumerenb kuOepOywmHTra. TBOWM JCUCTBHS: BBICTYNUTH IMPOTHUB IPECIICOBATEIS,
MOoKa3aThb €My, YTO €ro JCHCTBUS OIICHUBAIOTCS HETAaTUBHO, MOJAEPKATh KEPTBY, KOTOPOM HYyXHa
TICUXOJIOTHYECKAst TOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO IMTOBEJICHHS B CETH.

Mo6unbHbIN TenedoH

CoBpemeHnHble cMapT(OHBI U TUIAHIIETH COAEpXkKaT B cede BIIOJIHE B3POCHbBIH (QYHKIIMOHAN, U
TENepb OHU MOTYT KOHKYPHPOBaTh CO CTAallMOHAPHBIMU KOMIIbIOTepamMHu. OIHAKO, CPEICTB 3alMTHI AJIs
M0JIOOHBIX YCTPOICTB IOKa OYEHb MaJlo. TecTupoBaHKE U MOUCK ySA3BUMOCTEH B HUX NMPOUCXOIUT HE TaK
MHTEHCUBHO, Kak ais [IK, To xe camoe kacaercss 1 MOOMIIBHBIX PUIIOXKEHUH.

CoBpemeHHbIE MOOWIIBbHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAJIM HACTOJIbHBIE AHAJIOTH, OJIHAKO
pacupeHue GyHKIIMOHaa BI€YET 3a COO0M OOJIBIIYIO CI0KHOCTh M MEHBIIYIO 3alIUIEHHOCTb.

Jlanexo He Bce MPOU3BOIAUTENIN BIMTYCKAIOT OOHOBJICHUS, 3aKPHIBAIOINE KPUTHUECKUE YSI3BUMOCTH
JUTSL CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIsl 0€30MaCHOCTH MOOMIIBHOTO Telle(hoHa:

Huudero He siBisieTcst mo-HacTosieMy OecruiaTHbIM. byab ocTopoxkeH, Beib Korja Tede npeniararoT
OecIaTHBIN KOHTEHT, B HEM MOT'YT ObITh CKPBITBI KaKHE-TO IJIaTHbIE YCIYTH;

Jymaii, mpexxne dem otnpaButh SMS, ¢hoTo mimm Buaeo. Thl TOYHO 3HaCINIb, TJI€ OHH OyAyT B
KOHEYHOM uTOTe?

HeobxonmumMo 0OHOBISATH ONEPAIMOHHYI0 CUCTEMY TBOETO cMapT(dhoHa;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JJIs1 MOOMJIBHBIX TeNIe()OHOB;

He 3arpysxaii npuiokeHus: OT HEM3BECTHOTO MCTOYHHKA, BEIb OHU MOTYT COZEPKaTh BPEIOHOCHOE
IIPOrpaMMHOE 00€CIIEUEHHE;

IToce Toro Kak ThI BBHIMICIHIL C caiiTa, ryie BBOIAWJI JMYHYIO WH(POPMAIIHMIO, 3aiIi B HACTPOUKU
Opay3epa u ynanu cookies;
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[Iepnonnuecku npoBepsii, KAKUE IUIATHBIE YCIYTH AKTUBUPOBAHBI HA TBOEM HOMEpE;

JaBaii cBoli HOMep MOOWIBHOTO TenedoHa TONBKO JIOJASM, KOTOPBIX Thl 3HAelIb U KOMY
JIOBEPSIEIIIb;

Bluetooth gomkeH ObITh BBIKITIOUEH, KOT/Ia THl UM HE MoJib3yenibes. He 3a0bIBail MHOTIa POBEPSTH
3TO.

Online urpbl

CoBpeMeHHbIE OHJIAMH-UIPBI - ATO KpPacOYHbIE, 3aXBaThIBAIOIIME pPAa3BJICUEHUS, OO0BEIUHSIONINE
COTHH THICSY YEJIOBEK 10 BceMy MHUpPY. MIpOKH MCCIeAyIOT JaHHBIA UM MHp, OOIIAIOTCS APYT C IPYToM,
BBITIOJHSIOT 3aJjaHMsl, CPakaroTCsl C MOHCTPAMU U IMOJIy4aloT ONBIT. 3a YIOBOJILCTBUE OHM IUIATAT:
MOKYMNAIOT JUCK, OTNIAYMBAIOT A0OOHEMEHT UJIH MTPUOOPETAI0T KaKue-TO OIIHH.

Bce atu cpenctBa mayT Ha TmoAafep)KaHWE W PA3BUTHE WIPHI, a TakKKe Ha camy O€30MacHOCTH:
COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3AIIMH, BBIMYCKAIOTCS HOBBIE MaT4du (IUGPOBBIE 3aljaaTKd s
Mporpamm), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,[[O6HBIX urpax CTOUT OIlacaTbCsd HE CTOJBKO CBOUX COICPHHUKOB, CKOJIBKO KpaKu TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHa CUCTEMA aBTOpHU3alluN OONBITMHCTBA urp.

OCHOBHBIEC COBETHI 110 0€30IIACHOCTH TBOCTO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedsl MIIOXO WIM cO3JaeT TeOe HEeNmpUATHOCTH, 3a0JOKHpYH ero B
CIHCKE UTPOKOB;

2. Iloxkanyiics aAMUHUCTpATOpaM WIPbl Ha IUIOXO€ IOBEIEHHE 3TOT0 HWIPOKA, JKEIATEIBHO
IIPWIOKUTB KaKUE-TO JOKA3aTeNIbCTBA B BUIE CKPUHOB;

3. He ykasbiBaii muuHyto uHGopMaIuio B mpodaiiie Uurpsl;
4. YBaxail 1pyrux y4acTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeopuIMaaIbHbIC TATYA U MOJIBL;

6. Vcnionb3yil CI0KHBIE U pa3HbIE MMAPOJIH;

7. laxxe BO BpeMs WIPbl HE CTOWUT OTKJIKOYaTh aHTUBUpPYC. Iloka ThI Wrpaemb, TBOH KOMIIBIOTED
MOTYT 3apa3uTh.

PULWINHT Unn Kpaxa NIU4HbIX AaHHbIX

OObBIYHON Kpaxkell JIeHer W JIOKyMEHTOB CErOJHS YK€ HUKOTO HE YIUBHUIINb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJOTUH 3JI0YMBINUICHHUKHA TEPEeMECTHINCh B HMHTEPHET, W TPOJIOJDKAIOT 3aHUMAThCS
"1IF0OUMBIM" IEJIOM.

Tak mosBMIIaCh HOBas yrpo3a: UHTCPHET-MOIMICHHUYCCTBA HUIIN (1)I/IHII/IH1", TjJIaBHaA LOCJIb KOTOPOro
COCTOUT B IOJYUYCHUHU KOH(I)I/IIICHI_[I/IEU'IBHBIX JaHHBIX IOJIb30BaTeIel - JIOTMHOB H naponeﬁ. Ha
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aHTJIMACKOM si3bIKe phishing ynTaeTcs kak ¢umumHT (0T fishing - peiOHast 10Bs, password - mapoJs).
OcHOBHBIE COBETHI IO OOPHOE € (PUIIMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Ecim ThI mojmo3peBaelib, YTO TBOS aHKETa OblIa B3JIOMaHa, TO
HEOOX0MMO 3a0JIOKUPOBATh €€ U COOOLIUTH aIMHUHUCTPATOPAM pecypca 00 TOM Kak MOXKHO CKOpee;

2. I/ICHOHLSYﬁ Oe30macHbIE Be6—caﬁTH, B TOM YHUCJIC, HHTCPHECT-MAra3nHoOB U IIOUCKOBBIX CUCTCM;,

3. Hcnonb3yih clokHbIE M pa3Hble Mmapoiu. Takum oO0pa3oM, ecid TeOs B3JIOMAIOT, TO
3JI0YMBIIIIICHHUKH TIOJTYYaT JOCTYI TOJILKO K OJJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu T1eOst B3IOMald, TO HEOOXOAWMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBIeHBl y T€OS B APY3bAX, O TOM, YTO TeOs B3JIOMAaJlM M, BO3MOXHO, OT TBOETO MMEHH OynaeT
pacchlIaThCs CIIaM U CCBUIKM Ha (DUITMHTOBBIE CANTHI;

5. YcranoBu HagexHbIN mapoiib (PIN) Ha MoOumbHBI TenedoH;
6. OTKITI0YM cOXpaHEHHE Mmapodisi B Opaysepe;

7. He oTkpbIBaii (aiinel v Ipyrue BIOKEHHS B MUChMAaX, JIaXe eclid OHU MPUIILIA OT TBOUX APY3eil.
Jlydire yTOYHH y HUX, OTIIPABJISLTN JIM OHH TeOe ITH (ailiibl.

LUndpoBas penyrauus

Hudposas pemyramust - 3TO HeraTHBHAs WM TIO3UTHBHas HH(popMamuss B cetd o Tede.
Komnpomerupyromnias nHpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CePbe3HbIM 00pa3oM OTpPa3UThCs
Ha TBoeW peanpHON >Xu3HU. "LludpoBas pemyramus" - 3T0 TBOW MMHUIK, KOTOPBIH (hopMHUpyeTcs u3
uH(popmaIuu o Te0e B UHTEPHETE.

TBoe MecTo >xuTenbcTBa, yueObl, TBOE (MHAHCOBOE MOJIOXKEHHE, OCOOCHHOCTH XapakTepa MU
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIJIUBAETCS B CETH.

MHorue nopoCTKH JIETKOMBICTIEHHO OTHOCSITCS K IMyOnuKanuu JuIHoH nHdopmarn B HTEpHETE,
HE MOHMMas BO3MOXKHBIX MocieAcTBUi. Thl Jake HE CMOXKEIIb J0TafaThCsl O TOM, 4TO (hoTorpadus,
pasMeleHHas 5 JeT Ha3ajl, CTaja MPUYUHON 0TKa3a NpUHATH TeOs Ha paboTy.

KommMmenTapuu, pasmemienue TBoux ¢ororpaduit U aApyrue IeHCTBUS MOTYT HE HCUE3HYThH Jake
MoCJie TOTO, KaK ThI MX YyAaJWIIb. Thl HE 3HAEMIb, KTO COXPAHWI 3Ty WH(POPMAIUIO, MMOMayia JId OHA B
MOMCKOBBIE CHCTEMBbl U COXPAaHMUJIACh JIU OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYyKalolllue JIIOIHU,
KOTOPBIC HAWIYT U YBUAAT 3T0. HaliTn nH(MOpMAIINIO MHOTO JIET CITYCTSI CMOXET JIF000# - Kak U3 J0OphIX
noOy>KJIeHUH, TaK U C HAMEPEHUEM PUYHHHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI IO 3aIIUTe MU(POBOI permyTanuu:

1. [Togymaii, mpexae 4eM 4TO-TO MyOJMKOBATH U IMepenaBaTh y cedsi B 0Jore Wiu B COIMATBbHOM
CeTH;

2. B mHactpoiikax mpo¢uias yCTaHOBH OTPaHMYCHUS Ha IPOCMOTP TBOETO MPOQHIS U €ro
COJIEP’)KUMOT0, CJIeai ero TOJbKO "1Isl Ipy3en';

3. He pasmemaii u He ykasbiBalli MH(OpMAIMIO, KOTOpas MOET KOro-indo OCKOpOIATh WU
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00MKaTh.
ABTOpCKOEe npaBo

CoBpeMeHHbIE NTKOJIBHUKH - aKTUBHBIE TMOJIB30BaTENN IU(POBOTO MpocTpancTBa. OMHAKO JaIeKO
HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOXKHOCTSIMU ITU(GPOBOTO MUpa TpeOyeT COOMIOACHUS MpaB
Ha UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTeNIEKTyanbHast COOCTBEHHOCTh'" OTHOCHUTCSI K Pa3JIMYHBIM TBOPEHHUSM UYEIOBEUYECKOTO
yMa, Ha4lHasi ¢ HOBBIX M300pETeHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U
3aKaH4YMBask KHUTamMu, poTorpadusaMu, KHHOMUIBMAaMHU U MY3bIKQIbHBIMU TPOU3BEACHUSMHU.

ABTOpCKHE TpaBa - 3TO IpaBa HA MHTEJUIEKTyaJlbHYI0 COOCTBEHHOCTh Ha NMPOU3BEACHUS HAYKH,
JUTEpaTypsl M HCKYCCTBAa. ABTOpCKME IIpaBa BBICTYHNAIOT B KauecTBE TapaHTUU TOTO, 4YTO
MHTEIJIEKTYaJbHbIA/TBOPUECKUI TpyA aBTopa He OydeT HampacHbIM, JacT €My CIpaBeJIUBbIE
BO3MOXKHOCTH 3apa0oTaTh Ha pe3yjbTaTax CBOETO TPYAA, MOJYYUTh U3BECTHOCTh M NMpu3HaHHe. HUkTo
0e3 paspelieHusl aBTOpa HE MOXET BOCIPOU3BOJAUTH €ro MPOU3BEICHUE, PACIPOCTPAHATh, ITyOIMYHO
JeMOHCTPUPOBaTh, IpoJaBaTb, HMIOPTHPOBATh, IMYCKaTh B MpPOKaT, MyOJUYHO HCIIOJIHSATH,
MOKa3bIBaTh/UCIOIHATH B 3dupe win pazmemiars B HTepHere.

Hcnonp3oBanue "MUpaTckoro” MmporpaMMHOTO OOECIeYeHHs MOXKET MPHUBECTH K MHOTHUM pPHUCKaM:
OT TOTEpPH JAaHHBIX K TBOMM aKKayHTaMm [0 OJIOKUPOBKM TBOErO YCTPOWCTBAa, IJ€ YCTaHOBJIEHA
HenerajgbHas mporpamMma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJbHBbIE W O€CIIaTHbIC
IIPOrpamMMbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane

CereBHYOK.p® - TBOII TJIaBHBINM COBETUYHK B CETH. 371€Ch Thl MOXKEIIb y3HATh O 0€30IIACHOCTH B CETH
MOHATHBIM M JOCTYIHBIM SI3bIKOM, a IPM BO3HUKHOBEHMH KPUTHYECKOH CUTyaluu oOpaTuThCs 3a
COBETOM. A Tak)ke MPHUHATH y4acTHE B KOHKYpPCaX U CTaTh CaMbIM LIU(PPOBBIM I'paxaaHUHOM!

ITpunoxenune N 3
NAMATKA ONns POOUTENENA O6 UHOOPMALMOHHON BE3ONACHOCTU AETEN

Ompenenenne TepMuHa "uwHOpManmoHHash Oe30macHOCTh neTeil” comepkutcs B DemepaibHOM
3akoHe N 436-03 "O 3amuTe gereil oT MHGOPMAIMK, TPUUUHSIONIEH Bpel UX 3/10pPOBBIO M PAa3BUTHIO",
PEryIUPYIOIIMM OTHOLIEHHMSI, CBSI3aHHBIE C 3alllUTON JeTeil oT mHOopMaluu, NPUYUHSIIONIEH Bpen uX
310pOBbIO M (MiK) pa3BuTuio. CoriacHo JaHHOMY 3aKOHY "HH(OpMaImoHHast 0€30MacHOCTh JeTeill” - 3To
COCTOSTHME 3aIUIIEHHOCTH, IIPU KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBIA C MPUYMHEHHEM MHpOopMaIueit
BpeJa UX 370POBBIO U (WIK) PU3HUECKOMY, ICUXUIECKOMY, TyXOBHOMY, HPAaBCTBEHHOMY Pa3BHUTHIO.

B cuny ®@enepanbroro 3akona N 436-D3 undopmarueit, TpUUUHSIONIEH Bpe 3I0POBbI0 U (WITH)
Pa3BUTHIO JETEH, SIBISETCS:
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1. uadopMarus, 3anpenieHHas 11 pacpoCTpaHEeHUs Cpelln AeTel;

2. uH(opmarus, pacnpoCcTpaHEHUE KOTOPOU OTPAaHUYCHO CPEeIH JETel ONpeACIICHHBIX BO3PACTHBIX
KaTerOpui.

3. K uadopmarum, 3ampenieHHo Ui pacipocTpaHeHUs: CPean JeTel, OTHOCHTCS:

4. unpopmanus, noOykaaromas JIeTeldl K COBEpLICHUIO IEHCTBUH, MPEICTaBIAIOIINX YIpo3y HMX
KU3HH U (MJTM) 3/J0POBBIO, B T.4. IPUYMHEHUIO BpeJa CBOEMY 370POBBIO, CAMOYOUNCTBY;

5. coCOOHOCTH BBI3BATH Yy JETEH JKelaHue ynoTpeOUTh HApKOTUYECKUE CPEJICTBA, IICUXOTPOITHBIE U
(w) OoypMaHHUBAIONIME BEIIECTBA, TaOayHble W3JEIUS, aJTKOTOJBHYI0 U CIHPTOCOJEPXKAIIYIO
MPOAYKIMIO, TMBO M HAMUTKH, U3TOTABIMBAEMbIE HA €r0 OCHOBE; NMPUHATH y4acTHE B a3apTHBIX UTpax,
3aHUMAaThbCA HpOCTI/ITYIII/Ief/'I, 6pOI[$DKHI/I‘~I€CTBOM 501041 HOHpOHIaf/'IHI/I‘-ICCTBOM;

6. O6OCHOBI>IBaIOH_Ia$I WK OIlpaBAbIBAarOIIass AOIMYCTUMOCTbL HACHUJIMA U (I/IJ'II/I) JKECTOKOCTH JH00
H06y)1<11a}0111a51 OCYHICCTBIIATL HACUJIILCTBCHHBIC l[GfICTBPISI 110 OTHOIICHUIO K JOAAM H )KMBOTHBIM,

7. oTpHIIaoIas ceMeWHble IEHHOCTH U (OpMUPYIOIas HEYBaKEHUE K POJUTENSIM U (WIH) IPYTHUM
YJICHaM CEMbH;

8. ompaBzbIBaOIasl MPOTUBONPABHOE MTOBEICHHE;
9. coneprkalias HELIEH3YpHYIO OpaHb;
10. copepxatias nHGOPMAIUIO MOPHOTPAPUUIECKOTO XapaKTepa.

K unpopmanun, pacrnpocTpaHeHHe KOTOPOH OrpaHMYEHO Cpeau JeTeil ONpeesIeHHOrO BO3pacTa,
OTHOCHUTCSL:

1. uapoOpManus, mpeacTaBisgeMas B BUI€ U300paKEHHUS WIH OTIMCAHUS )KECTOKOCTH, (PU3UUECKOTO U
(MIM) ICUXUYECKOTO HACHIIUS, TPECTYIIIEHNUS WM UHOTO aHTHOOIIECTBEHHOTO IeHCTBUS;

2. BbI3bIBarOIIas y I[eTefI CTpax, yKaC WJIM MaHUKYy, B T.4. MPCACTABJIsICMasA B BUAC I/I306pa)K€HI/I$I
WIM ONHCAaHHWsS B YHIDKAIOIIEH 4YeJIOBEYECKOe JOCTOMHCTBO (popMe HEHACHIIBCTBEHHOH CMEpTH,
3a00JeBaHusl, CAMOYOHMIICTBA, HECYACTHOTO CITy4asi, aBapHH WIIM KaTacTpOo(bl U (M) UX TOCIEICTBHIA;

3. mpeacTaBisieMas B BHJIe M300paKeHUS WU OTTMCAHUS TTOJIOBBIX OTHOIIEHUH MEXTy MY>KUYHHOU 1
JKEHIITMHOM

4. comeprkaiasi OpaHHbIE CIIOBA U BBIPAXKEHUS, HE OTHOCSIIIMECS K HEIEH3YpHOU OpaHH.

C yuerom storo Bam mnpenmnaratorcs mnpaBuiia paboTel B ceTH HHTEpHET i pa3IudHbIX
BO3PACTHBIX KaTETOPHH, COOIOACHUE KOTOPBIX MO3BOJIUT 00CCIICYHTh HHPOPMAIIMOHHYIO 0€30MaCHOCTh
BalllMX JIETEU.

O6wme npaBuna ana poauTenen
1. He3zaBucumMo OT BO3pacta peOEHKa HCIHONB3YHTE MPOTPaMMHOE OOECIEUYeHHE, MOMOTAIOIIEe

bunbTpoBaTh W KOHTPOJMPOBATH HH(OPMAILMIO, HO HE TNoOJaraiTech IMOJTHOCTHIO Ha Hero. Baie
BHHUMAaHUE K peOEHKY - IVIaBHBII METO/ 3alllUTHI.
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2. Ecom Bam pebGeHOK MMeeT akKayHT Ha OJHOM W3 couuainbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHMMaTeNpbHO H3y4YHMTE, KaKyl0 HH()OPMAIMIO IOMELIAIOT €ro
YYaCTHUKHU B CBOMX Mpoduisx u 6iorax, Bkimodas Gotorpaduu u BUzeo.

3. TlpoBepbTe, ¢ KakuMU JpYTMMH CaliTaMHd CBSi3aH COIMANIBHBIN cepBuc Bammero peOeHka.
Crpannuku Bamero pebeHka Moryt ObITh 0€30MacHBIMH, HO MOTYT U COJAEPKaTh CCHUIKM Ha
HEe)XeNaTeNlbHbIE U OMNAacHBIE CalThl (HAmpHMep, MOPHOCAWT, WM CalT, HA KOTOPOM JPYT YIIOMHUHAET
HOMED coTOBOTO Tenedona Bamero pebenka wim Bam nomanauit aapec)

4. Toompsiite Bammmx aerelt coodmaTs 000 BCEM CTPAHHOM WM OTTATKUBAIOIIEM U HE CIIHIIKOM
OCTPO pearupyure, KOrla OHU ATO JeNalT (M3-3a OMAceHHUs MOTEpSATh AOCTyN K MHTepHeTy JeTh He
TOBOPSAT POJUTENSIM O TIpodIeMax, a Tak)kKe MOTYT HayaTh MCIOJIb30BaTh VIHTEpHET BHE JOMA U IIKOJIbI).

5. bynbte B Kypce cereBoil »kxu3HHM Bamiero pebenka. MHTepecyiiTech, KTO ux Jipy3bs B lHTepHET
TaK ke, KaKk UHTEPECYETECh PEAIbHBIMU JPY3bIMHU.

BospacTt ot 7 oo 8 net

B HuTepueTe pebeHOK cTapaeTcs MOCETUTh T€ WU WHBIE CAMTHI, @ BO3MOXKHO M YaThl, pa3pelieHne
Ha TOCEIIeHHe KOTOPBIX OH He MOJy4usl Obl oT pomuteneil. [loaToMy poautensiMm 0COOEHHO TMOJIE3HBI
OyayT Te OT4YeThl, KOTOpbIC MPEIOCTABISIOTCA MPOrpaMMaMd IO OTPAHMYEHUIO WCIOJIb30BAHUS
WNurtepnera, T.€. PoguTenbCkuii KOHTPOJIh WJIM TO, YTO BBl CMOXKETE YBHUJIETh BO BpeMEHHBIX (aiinax. B
pe3ynbTate, y pebeHka He OyJIeT ONIYIIeHHs, YTO 32 HUM BEAETCS TMOCTOSIHHBIA KOHTPOJb, OJHAKO,
poautenu OyAyT MO-TIPEKHEMY 3HATh, KaKME CAMTHI MOcemaeT ux peObeHok. [leTh B TaHHOM BO3pacTe
0071a/1al0T CUJIBHBIM YYBCTBOM CEMbHU, OHH JIOBEPUYUBBHI M HE COMHEBAIOTCS B aBTOpuTeTax. OHU JHOOST
UrpaTh B CETEBBIE UTPHI U MyTEMIECTBOBATh MO MHTEpHETY, NCMOB3Ysl AIEKTPOHHYIO TIOUTY, 3aXO/IUTh Ha
CalThI U YaThbl, HE PEKOMEHIOBAaHHBIE POJIUTEIISIMHU.

Cogersl 110 Oe3onacHOCTH B ceth UHTepHeT 11 feteii 7 - 8 net

1. CoznaiiTe ciMCcOK JOMAaIIHUX MPaBUII oceleHus IHTepHeTa npu yyactuu Jetei u TpedyiTe ero
BBITIOJTHEHMS.

2. TpeOyiite ot Bamero pebenka coOMOACHUS BPEMEHHBIX HOPM HAXOXKIEHHUS 32 KOMITBIOTEPOM.
[Tokaxwute pebeHky, 4yro Bel Habm0qaeTe 3a HUM HE MOTOMY 4TO BaM 3TO XoueTcs, a moToMy 4To Bbl
0ECTIOKOUTECH O €ro 0€30MaCHOCTH U BCET/1a TOTOBBI €My TTOMOYb.

3. KommbioTep ¢ moakmoueHueM K MHTepHETYy IOJKEH HaxXOJUThbCs B OOIIed KOMHATe MOJ
IIPUCMOTPOM POJUTENEH.

4, HCHOJ’ILByﬁTC CliICnUaJIbHBIC NCTCKUEC ITIOMCKOBBIC MalllMHbI.

5. HWcnonp3yiiTe cpeacTBa OJOKUPOBAHUS HEXKEIATETHHOTO KOHTEHTAa KakK JOTOJHEHHE K
cTaHAapTHOMY PoauTeNnbcKOMY KOHTPOJIIO.

6. Co3nmaiitTe ceMEWHBbIN SJIEKTPOHHBIM SMIUK, YTOOBI HE TO3BOJIUTH JIETSIM WMETh COOCTBEHHBIC
ajzpeca.

7. bnokupyiiTe goctym K caitaMm ¢ OeCIUIaTHBIMH TIOYTOBBIMHU SIIITUKAMH C TTOMOIIBIO
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COOTBCTCTBYIOILICTO IMTPOIPaMMHOI'O obecrieyeHus.

8. Ilpuyunte nereil coBeTroBaThcs ¢ Bamu mepen omyOnuKOBaHMEM KakKoOH-THOO HMH(OpMaIuu
CpEeICTBaMU JIEKTPOHHOM MOYTHI, YATOB, PErUCTPALMOHHBIX (GOPM U npoduiei.

9. Hayuute neteii He 3arpykath (ailsibl, IpOrpaMMbl WJIH MY3bIKY 0€3 BaIllero COTJIacHsl.
10. He pazpemaiite aeTsM HCNOJIb30BaTh CIy>KObl MTHOBEHHOTO OOMEHA COOOIIEHUSIMH.

11. B "Oenplii" cruCOK CaliTOB, pa3pelIEHHBIX ISl TOCELIEHHS, BHOCUTE TOJIbKO CAlThl C XOpOIIEeH
pernyTanuei.

12. He 3a0bIBaiiTe OGecemoBaTh ¢ JeThMH 00 UX Jpy3bsix B MHTEepHETe, Kak eciu Obl pedb IuIa O
JIPY3bsiX B PeaTbHON KU3HU.

13. He nenaiite "TaOy" M3 BONPOCOB IOJIOBOM U3HHU, TaK Kak B VIHTepHeTe AE€TH MOTryT JIETKO
HAaTKHYTBHCS Ha MOPHOTPaHUI0 WK CAaNUThI "1l B3pOCIIBIX .

14. Tlpuyunte Bamero pebenka cooOmarb BaM O JIIOOBIX YIpo3ax WIIM TPEBOTAX, CBS3aHHBIX C
Wurepnerom. OcTaBaiiTech CIOKOWHBIMH W HAIIOMHUTE JIETSAM, YTO OHU B O€30MACHOCTH, €CIH CaMH
pacckazany BaM O CBOHMX TpeBorax. [loxBanWre MX M MOCOBETYHTE MOJOWTH emie pa3 B IMOJOOHBIX
cIry4asix.

BospacT geteun ot 9 oo 12 nert

B nanHOM Bo3pacTe JeTH, Kak MPaBUJIO, yXKe HACIBIIIAHbl O TOM, Kakas HH(pOpMAaIUs CYIIEeCTBYET B
Wutepuere. CoBeplIeHHO HOPMAJbHO, YTO OHHM XOTST 3TO YBHUIETh, MPOUYECThb, yciablmaTh. [Ipu 3TOM
HYXHO IOMHUTb, YTO JIOCTYTI K HEXeJaTeIbHbIM MaTepraniaM MOKHO JIETKO 3a0JI0KUPOBATh NPH MTOMOIIH
cpelcTB PonuTensCKkoro KOHTpOIIs.

CoseTsl 110 0e30macHOCTH IId IeTer oT 9 1o 12 et

1. Co3naliTe CMCOK JOMAIIHUX MPaBUJI MOceeHuss IHTepHEeT NMpu y9acTHH JAeTe U TpeOylTe ero
BBITIOJIHCHHSL.

2. TpeOyiite oT Bamero pebeHnka coOI01eHISI HOPM HaXOXKICHHS 32 KOMITBIOTEPOM.

3. HaGmomaiite 3a peOeHKOM TpH paboTe 3a KOMIBIOTEPOM, TTOKAXUTE eMy, uTo Bbl OecrokouTech
0 ero 0e30MacHOCTH M BCET/ia TOTOBBI OKa3aTh €My ITOMOIII.

4. KommnbloTep ¢ mnoaxitoueHueM B VIHTEpHET MO/KEH HaXOAWThCA B OOIIEH KOMHATe IOJ
IIPUCMOTPOM POAUTEIEH.

5. HWcnonb3yiiTe cpeAcTBa OJOKUPOBAHUSI HEXKEIATETLHOTO KOHTEHTAa KakK JIOTOJHEHHE K
CTaHIapTHOMY PoauTenbckoMy KOHTPOIIIO.

6. He 3a0bIBaiiTe mpHUMATh HEMOCPEICTBEHHOE YYacTHE B )KU3HU peOeHKa, OeceoBaTh C AETbMHU
00 ux npy3psax B HTepHETE.

7. HacrauBaiiTe, 4ToObI J€TH HUKOTJa HE COTJAINAINCh HA JIMYHBIE BCTPEUU C JPY3bSIMHU II0
HNntepnery.
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8. [To3BomsiiTe MeTsAM 3aX0UTh TOJIBKO Ha CaiThl U3 "0eoro" ciucka, KOTOPHIHA CO3/JaliTe BMECTE C
HUMU.

9. Ilpuyuute neteil HUKOTAA HE BbIAABATh JTUUYHYIO HH(GOPMALIMIO CPEICTBAMU AJIEKTPOHHOMN MOYTHI,
YaToB, CUCTEM MIHOBEHHOTO 0OMEHA COOOIIEHUSIMU, PETUCTPALIMOHHBIX (POPM, TUUHBIX TPOoQUIeH U pu
perucTpanny Ha KOHKypchl B IHTepHeTe.

10. Ilpuyunre neteii He 3arpyath mporpammsl 6e3 Barero paspemienus. O0bSICHUTE UM, YTO OHU
MOTYT CIIy4ailHO 3arpy3uUTh BUPYChI MJIM IPYroe HeXelaTeabHOe IPOrpaMMHOE 0OecieueHue.

11. Coznaiite Bamemy pebeHKy OrpaHMYEHHYIO YUETHYIO 3alUCh JJIs paboThl Ha KOMIIbIOTEpE.

12. IIpuyuute Bamiero pebenka cooOmaTh BaM O JIIOOBIX Yrpo3ax WM TPEBOrax, CBS3aHHBIX C
WNutepHerom. HamomHuTE A€TSAM, YTO OHU B 6€30IACHOCTH, €CIIM CaMU paccKa3ajld BaM O CBOUX TPEBOTax
U OTIaCEHUSsIX.

13. Pacckaxure aetsim o nopHorpaduu B HTEpHETE.

14. HacrauBaiiTe Ha TOM, 4TOOBI AETHU NMPEAOCTABISUIM BaM JOCTYI K CBOEH 3JIEKTPOHHOM IodTe,
4TOOBI BBl YOIUIIUCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMHU.

15. OObsicHUTE neTsAM, 4YTO HENb3s HCIOJB30BaTh CETh Ul XYJIWTAHCTBA, PAaCHpOCTPaHEHUs
CIUIETEH WIH yIPO3.

Bo3spacT geten ot 13 no 17 netr

B aTOM BO3pacTe MoApOCTKH aKTUBHO HUCIOJIB3YIOT TOMCKOBBIE MAIIUHBI, [T0JIb3YIOTCS YIEKTPOHHON
MOYTOM, CITy>kOaMi MTHOBEHHOTO OOMEHa COOOIIEHUSIMH, CKaYMBAIOT MY3bIKY U (uiIbMbI. ManbpunkaM B
3TOM BO3pacTe OOJblle MO HpaBy CMETaTh BCE OTPAaHUYEHUS, OHU XKaXIYT IpyOoro romMopa, a3apTHBIX
Urp, KapTUHOK "1ist B3pocibix". JIEBOUKM MpPEeanoyuTaroT OOIIAaThCs B YaTax, IMPU 3TOM OHHU TOpasjio
OoJiee UyBCTBUTEINIBHBI K CEKCYaIbHBIM JIOMOTaTesibcTBaM B MIHTepHeTe.

3auyacTyro B JAHHOM BO3pPacTe POAMTENAM yXe BeChbMa CI0KHO KOHTPOJIUPOBATh CBOUX AETEH, Tak
Kak 00 VIHTepHeTe OHM yXe 3HAIOT 3HAUYUTENBHO Ooblle cBOMX pojuTeneil. Tem He MeHee, He
oTmyckaiTe naereit B "cBoOogHoe ruiaBaHue" mo WHrepHery. CrapailiTech akTHUBHO Yy4acTBOBaTh B
oOmenun pedbenka B HTepHere.

BaxHo no-npexxHeMy cTporo codmaroaats npaswia MHTepHET-0€301aCHOCTH - COINIALIEHHE MEXITY
pooutensiMu u jaeTbMH. Kpome TOro, HeoOXOIMMO Kak MOXKHO Yalle HIpOCMaTpUBaThb OTYETHI O
nestenpHOCTH netedt B MuTepnere. Cremyer oOpaTWTh BHUMAaHHE Ha HEOOXOJAMMOCTH COJEPKAHUS
POIMTENbCKUX TMaposiel (maposied aJMUHHCTPATOPOB) B CTPOTOM CeKpeTe M OoOpaTuTh BHHMaHHE Ha
CTPOrOCTh 3THX MApOJIEH.

CoBeTbl 0 0€30MMaCHOCTH B 3TOM Bo3pacte oT 13 1o 17 met

1. Co3pmaiiTe CIHMCOK IOMAIIHUX TpPaBHI MOcelieHus VIHTepHeTa Mpu y4acTUU TMOAPOCTKOB U
TpeOyliTe 0€3yCIOBHOTO €ro BhIMOJHEHUs. OOroBoputre ¢ peOEHKOM CIHCOK 3alpeIIeHHBIX CaWTOB
("gepHbIii criucok"), gackl paboTel B IHTEpHETE, pyKOBOJACTBO 1O 00IeHni0 B IHTepHeTe (B TOM 4HCIe B
yaTax).
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2. KOMHBI-OTGP C IIOAKIIFOYCHHUEM K CCTHU I/IHTCpHeT JOJDKCH HAaXOJUTHCA B O6H_ICI‘/'I KOMHAaTeC.

3. He 3a0biBaiiTe OecenoBath ¢ JeTbMH 00 UX Ipy3bsix B MIHTepHETE, O TOM, UYEM OHM 3aHATHI TAKUM
o0pa3zom, OyATO peub UAET O APY3bsIX B pealbHOU >ku3HU. CHpamuBaiTe O JIOASX, C KOTOPBIMH JIETH
0OIIArOTCS MMOCPEICTBOM CIIYKO MIHOBEHHOTO OOMEHA COOOIIEHUSMU, YTOOBI YOSIUTHCS, YTO ITH JIFOIU
UM 3HAKOMBI.

4. Hcnonw3yiiTe cpeactBa OJOKMPOBAaHUS HEXKEJATENbHOIO KOHTEHTAa KakK JIONOJHEHHE K
CTaHJapTHOMY PoauTenbckoMy KOHTPOIIIO.

5. HeoOxoaumo 3HaTh, KaKUMH 4YaTaMu NoJab3ytoTcsi Bamm neru. Iloompsiite ucnonb3oBaHue
MOJIEpUPYEMBIX YaTOB M HACTaWBalTe, YTOObI IETH HE OOLIAIUCH B IPUBATHOM PEKUME.

6. Hacraupaiite Ha TOM, 4YTOOBI JI€TU HUKOI/IA HE BCTPEUYAIUCH JIMYHO C JPY3bSIMH U3 CETHU
Nurtepner.

7. llpuyunTe nereil He BBIJABATh CBOIO JHMUHYIO MH(OPMAIMIO CPEICTBAMHU IJIEKTPOHHON IMOYTHI,
YaToB, CUCTEM MIHOBEHHOTO 0OMEHA COOOIIEHUSIMU, PETUCTPALIMOHHBIX (POPM, IMUHBIX TpoQuiIei u npu
perucTpanuy Ha KOHKypchl B IHTepHeTe.

8. Ilpuyunte nereit He 3arpyxaTh nporpammbl 6e3 Bamero pazpemenus. OOBSCHUTE UM, UTO OHU
MOTYT CITy4aiflHO 3arpy3uTh BUPYCHI HIIH IPYroe HeXeIaTeIbHOe MPOrpaMMHOE 00ecIieueHue.

9. Ilpuyunute Bamero pebeHka cooOmiaTte BaM O JIFOOBIX Yrpo3ax WM TPEeBOTraX, CBSI3aHHBIX C
WNuTtepuerom. HamomHuTe 1€TSAM, 4TO OHU B O€30MACHOCTH, €CIIM CaMM PacCKa3ajiy BaM, O CBOUX yIpo3ax
M TpeBorax. [loxBanuTe UX v MOCOBETYITE MOJAONTH €1l pa3 B MOAOOHBIX CITydasx.

10. Pacckaxute aerssm o mopHorpadgum B MuHTepnere. IloMorute MM 3alIUTHTBCS OT Cliama.
HayuuTe nmoapocTkoB He BbIIaBaTh B MIHTEpHETE CBOEr0 PEAIbHOIO JJIEKTPOHHOTO ajpeca, HE OTBEYaTh
Ha HeXeJaTeJIbHbBIE MMChMa U UCTIOJIb30BaTh CIICIUAIbHBIC TIOYTOBBIE (PHIIBTPHI.

11. TIpuyuute ce0si 3HAKOMUTHCS C caiTaMu, KOTOPbIE TTOCEHIAI0T MOAPOCTKH.

12. HayuuTe neteil yBakaTh IpyrMX B UHTEpHETE. Y O€IUTECh, YTO OHM 3HAIOT O TOM, YTO IpaBHJIa
XOPOIIEro NOBEJEHUS AEUCTBYIOT BE3/I€ - 1aXKe B BUPTYaJIbHOM MUpE.

13. OObsicHUTE NETSM, YTO HM B KOEM CIIydyae HeJb3sl HCIoyb30BaTh CeTh ISl XYJIMTaHCTBA,
pactpocTpaHeHUs CIIETEH WIH YTPO3 IPYTUM JTFOISM.

14. O6cymute ¢ MOAPOCTKAMH TPOOIEMBI CETEBBIX a3apTHBIX UIP M HMX BO3MOXHBIH pHUCK.
HamomHuTe, 4TO 1€TH HE MOTYT UTPATh B 3TH UTPHI COTIIACHO 3aKOHY.

[TocTostHHO KOHTpONIMpYiiTe ncnonbp3oBanue MHaTepHeTa Bamum pebenkom! D10 He HapylIeHHE ero
JUYHOTO TIPOCTPAHCTBA, a Mepa HPEJOCTOPOXNKHOCTM U MposiBIeHHe Bameill poaurenbckoit
OTBETCTBEHHOCTH U 3a00THI.



